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Absiract

The key point for allowing the practical application

| Fecommerce 15 securtty fesie. Ag Internet {5 under

For Mobile deemt it can only be periormed under
trusted enviromment If there s no proper security, Bt
e not be performed in the Dilernet due fo the hich
visks. lhere are oo many security lisues in Internet.
For example some malicious servers or progroms

open environment, attackers will utilize any malicious
Servers or programs fo invade our server or onicingl

data. - Henee we have to ensure every server and
Prosrans s evecuted under seciied prolection, and they

war f be threaten by malicious servers or programs

which attack or steal owr server or origingl doia
Hence this paper proposes o mobile avent application
af  Eecomperce system amd - some  ohentication

mechanizng for the systom that include cuthentivation

Jhe i o for this paper B lo nitinle socured B
commierce on Infernet We propose 3 mobile agent

bagsed Docommmerce syvstem and some authentication

mechanisms  for the  system,  which  inelude

of  the  lepality  wf servers in Eocommerce,

authertication of the lepalily ofservers it Botommsice.

authentication of the beealivy of mobile apents. and the

verification of atlacks on Servers and mobile avonrs

By aesivine mebile  avent and  encripion)

decrvniion recimalovios, this paper will iirodice how

We mitroduce how doordimator server establishes

duthenticanion wechamsm and e authentication

between servers 6 well as bBow coodinalor server

verifics that each sevver fs atlacked or nat? Meanwhile

soridingtor . server esighlishes  githenticarion

weealso mbroduce the authentication between: (1)

mechaniims, and the guthentication between sorvers,

buver/ seller and server (2 miobile apent anid serv

a8 well as bow coordinator server verifies thar each

server is altacked or nor? Meanwhile, this paper alo

a5 well g5 the vorification of attacks on mobile apend

Finally, this paper focuses on srotecting and veritvin

introduces  the duwthentication bebween: (1] buer

the data that are collected by mobule apent 1o achiey

seller and server, (2 mobile avent and server, as well

the tareets of dats security mechanism

s the vertficanon of attacks o mobile aoen

his paper 15 organized as follows:  Sechion

Foalhy, by poper fhonnes om proteciing ol

veriving the data that are collecoed by mobile agems,

describes the related works. Sechion 3 presents th

srchitecome of wmobile aeent svelem Sechian o

to ensure fhe data’s imfepriy, authentication, non-

proposes  the auvthentication and  the verilicatio

repudiation, confidentiainy and avallobility, so a5

between servers.  And section 5 proposes the

achieve the faroels of data seourity sechoniso

Kevwords: - Apent . Mobile  Apent Blecronie

protection and the authentication mechanism between

miobile agent and servers. The ventication mechanis

Commerce, Authentication Mechanism Verfhcato

for data collected by mobile apent In section 6 The

Blechanim

ast partof this paperis our conclusion and future

work

1. Intraduction

2. Belated works

he rapidly increased global Internet users and the

popularized using of World Wide YWeb have resulted

Mobile Agent i3 an emerming resewrch opic in these

woa pradually developing of Internet based Bo

ears CApent g foftWare wilch tepresents the

commnerce. - B view of Intemieb s eaiy o aooess

onvenience virtue and huge potential psers, lots of

behaviors of the users i the world of the computer

nebworks. There dre some minhile agent's Rindament

terprises have involved in s high techinology field

Characteristics, winch are following

and invesied m Eecommerce softwire dnd cailinmen

& Heaohw

& Aulonomou

1o acquite niche and buginess Gpphrtini
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Oblectonenied

3. The Architecture of E-commerce System

Communcative

RMobile

. .

Ledrmng

syironment to enable buver and seller Bor maguy and

Helievable

transaction.  Thus, this paper will base on the E.

Tos sprend out the advantames of mehile agent, many
people are devoted themseives in developing mobile

commerce syatem which developed by our laboratory

41 1o adiust and expand related function on th

ageni application environiment.  For example, Apiet

sygtemn

Yoveger, Odvssev, Concordia, ARA, Mole, Age

101, TACUMA and SUHIP-MAL Hee we will

A1 Eecommerce System Platform

intodiuce four ol the  comunon use  application

environment: | Aglets,  Vovager,  Udyvsse and

Linder this arehntectire, the maior servers are

Concordia [2]

oardinator Server. Databade Server, Marketplace

B Agler svstern s opicely acosmmodated fo the

Server, Buyer Server and Seller Server. (see Figure 3.1}

Internet Envivonment: 1t i robust and i e the most

welidely uged systerm,

& Vovacer provides tnigie concept of senalization

M !c;a} e

Maskalghaor Berir 0 Matielilar Boree

and mobility of objects and allows quick and eas

creating of sophisticated network applications,

®  Odvesey i more distnbured aystens oriented than

gabie Serve

other mobile apemt sysiems but brings &

dimenzion o the rosranamng

Hivs

£ Uopcordia system provides modulanily, seounty

Salleenp B BAEA

el ) 2 -

ard enables remote adminishanion e sk

Lramacton LR ¢ BMA 5 5

Viluie for cnteronie sysien

A
Tuger ﬁenﬂi i uedli aved
Diver

Bdichael & Oreenberp, lenmber O Byington an

Pravid (. Harper addressed i their co-made paper,

Apaee A1 The Archieciure of Tromierce System Platiorm

attick catezories for miobile agont include [3]:

very server has dilferent functions, is responsible

Pamiee

Dienial of Service

or aelated  service, and  each smerver will be

Beeach of Privacy or Thet

differentiated betwoon monioning and nammpenent

Harasamen

aeeording. to . the  concspondent hnermcincal

elationshin

Social Bngindens

Triggered Attack

288 8890 8

3. Raole Plav and Positivning for Servers

Compound Anack

Mary secunity probloms happened o oun- secunity

weoution, S0 we here conclude four dimensions for

hereasa Coordinator Avent [UOA vin Coordinalor

erver that 1s in charge of the initiating and establishes

protecting mobile agent [}

% Proteonns server o deny un-authenticaied mobile

for- entize BeUommerce  svstemn o platform,  whith

mchides Database Server, Markeiplace Server, Buver

agent for acce

® Protectme server, fo avoud attack by muliclous

Server and Seller Server. [ manuges every server’s

execution siatus, provides aulbontoabion mchanisig

mobile age

% Droteching mobile agend, to avord attack by other

e oeach server and mobiie apent monilons enbiee

stern status, and coordinates with other domam’s

miohile agen

8 Drotecing mobile asent o avol ok by

cordinator server g vl ae veniiving e aulbentiniy

f Public Key with Uerilicate Authotity {CA)

mabicious sevver

Thiouph the iemactive coordination of the abov

Theredsa Dabibase Manarenen Apent (DM A L

mechanisms, mobtle spent can then operale under

security environment. However, the performing works

Diatabase Server that v charge of the needed database,
which includes every server, agenl. mobile apent,

of mobile azent are dispatched by wierse The pobile

buver, seller, products and bransaction.. DBMA s

sent stself can represents the user, then the work that

responsible for sceess control of entire database, the

it performs also needs o keep privacy,  Herge the

Access can be procended onlv i e Loordinatlor odiver

scurity issie should be faken into consideration.

stthorized

here are two mobile agents o Muarhetplace Server,

thetare Marketslace Mansgement Asent (MM AL an




Information Gathering Apene (1043 Through MM
and 1UA, eg producis enquity data collechon or
products vunsaction. this Server cay provide buvers
and selles @ secniy Bommhennlaee, WMA & G
manaping all apents i Muarceiplace Berver, which
inciudes 10 A Mobile Buver Apent (MBA ) and Mobile
Seller Apent (MSA), 2 well as bilatera] authentication
bBetween MBA and MSA. Wiile 1G4 is responsible

for collecting the enauired wilormation or bansadtion

information which s debivered by MBA o MSA 1G4

procesds the Data Mining on database,

There are four apents in Buver! Seller Server. they
are Huver Seller Monaeement Acend (BMA/ SN
Buver/ Seller Apent (DA SAL HT TP Apent (HA& ) and
Moble Buver! Seller sgem (MBAS MBAL  This

erver provide buver/ o seller g secinity. openating
platiorn, procesd  BEotomimerce by asing Beowder
BMALEMA s responsible for manasing all aeents 4y

Digest, which will be stored in Coordinalor Berver,
and then produce and set of public Key and privale key
of asvmmetric kev 1o Database! Markeinlace/ Buver/

Seller Bervers for suthentication.

$®  Dambase/ Markendace/ Buver/ Seller Serverg

Operation

Lootdingior Server reauests Dabibase! Murketplace/
Buver! Beller Servers to compute Hash Funclion by
themselves 1o generate Digest for a period of time
This Digest will be sent back to Coordinator Server by
uding Coordnator s Public Key 4o encivpl Afer
feceiving 1 the Coordinalor Server will use its own
Privite Kev to decrvpt, and compare o the ongingl
ihgest Hthese too Dipests are same, it presents e
Ditabasel Markewslaoe! Huver Seller sevvers aie i
normal operation; In case they are different, that
represents the Dawbase Muarkewplace! Huver Seller
servers hove been atincked, then Coordinalor Rerver

entire Buyer/ Seller Server. It also authenticates,

canl force to terminate Database’ Marketplace’ Buye

mionitors and vecords all data vom mobile apentls, an

generates BA/ SA scoording o HA that buyer's/

giler servers, 1o restant now Database’ Matkeplac

Buyver Seller Servers (see Figuie d )

seiler’s needs. BA/ BA 1§ responsible for serving

| Pubfie Koy st ot |

Divers sellers andd every bivey seller vl Be siven a

Hatabuze Sen‘ew Flah Brnetiog

S Baervien Send o LA §

comspendent BAL S8 Boanainle BA 84wl

generates MBA/ MSA according to buver sl seller s
needs, and BA/ 3A will also conbol MBA/ MSA

which i3 outside the Huyer Seller Server. HA 18

E Ditahare Secver i OB Sablie i} .
S | Compn | -
(T b L Pireria : :

bl Newr Phatabigee ot

responsible for providing 4 web page interface, which

Fignre 4.0 Coordimator Secver and Ditabise Sevver {or Vedlliation

enables buver/ seller 1o login and setip related dats by

using broweer, and as instructed by HA, BAZ 84 will
dispatch MBAJS MBA o Marketplace Server to collect

4.2 Datdbase Server and Darketplace! Buver

Beller Servers

Sitn cathoor procesd Bransachon

When Marketplace/ Buyer belier Servers need o

4. Awthenteation and 0 Verilieation

emline to Database Server for the products tansaction/

buver's’ seller’s data, 1t needs to be authenticated by

Moechanium Gelvern Servers

Coordingtor Server o atees danbase,

While the B-Commerce systern platborm stants 10

operate, its major Coordinator Server will play the role

as thiz domain s private cortifieate authoriey, and 1wl

establish Diatabose Sevver Blarketnlace Server Biver

Server and Selley Sevver b0 seanence. o nievent the

Pust of all. Markeiolace Bovers Seller Bervers wil

sl out thenr own digital eevtibicate o Database

Server, owhich will fhguire Cobrdinator Sever dhe

authenticny of this dipval cortificate when i receves,
then Coordinator Server will compare the information

sepvers Bom malicious attacks during the whole

noadipial certificate. 1 the authentication is Successiul,

Coordinator Server will ask Database Server fo

processing, s section wall | inboduce how
Coordinator Server establish authentication mechanism,
and the authentication bebween servers, as well as how

authorize Marketplace/ Buver/ Seller Servers 1o sooes

o, then the access will be denied

to verily ench Server 1018 had been attacked or no

5 Protection andg Authentication

4.1 L oonrdinator Berver and Tiatabase/

Mechanism for Mobile Agent

Marketplace/ Buver/ Seller Servers

When the B.commerce system platform normall

€ hubal Sap

perated. the Buver Server and Seller Server will

When Coordmitor Server establish Datibase

provide related services to Buver and Seller. However,

Markeiplace! Buver! Seller Servers, i also computes

during anquiry and tansaction, it s wpoitant o

the specihie servers wilh Bash Bunciion o senernale

prevent lepal servers Bom sttackmp by malicious




mobile seente, oF vice verss. o thix section, we will

do the 2nd enenvpion. By dome so ol o be

iraduee the authentioution between (1) Buyer and
Buyer Server, (2) Seller and Seller Server, (3) Mobile

transmitted 10 BMA/ SMA salely,

8 When BVA SMA receives the ahve b wii s

Agent and Servers, as well as the venfication of

s own private key 1o deorypt the L5t encryption,

attacks on mobile agen

hen use public key of Coordinator Server to deacrypt

the 2nd encryption, 1o well piolet! the keve secunily

&1 Bover! Beller and Buver/ Seller Bev

& After that BMA SMA provides the seb ol kevs o

BA/SA, then BA/ BA will penerate MBAS MBA for

When Buver Seller connects to Buver! Seller

wentification.

Server, 1.6, direct communication with MA/ SA, U

& Although MBA/ MSA b moving snd executing in

Buver Seller can use the followig ways fo login:

remole servers, s own private key s tasen care by

@ Login by Accound and Passwor

1 BA. the key is not movable, fo avaid stolen by

Traditiopally, dt's  the most useful oway  for malicions serve
identfication and authonty control, but the function s
o . ‘ : o o
1mﬁ&d E{nd not gecur&d‘ v&iheﬂ Bu}fﬁrf’ S}Ellﬁf 1nput E?i]\‘i{lﬂ Hay ’{ andﬁ?ﬁ% !sey‘iim }’O—H*mm& I{r:Ew:lm ?uhil?)‘::y e BoverSlle:
account and password, HA will send the data to BMA/ P e t0n L ol e St
i

SMA, then BMA/ BMA eo further to inguire for
Diatabase Server o compare 3 the sccount and

DMBadA A

| bl ey i e 1ot D Wit
£ it Fishlie Koy Trbamte Kninl

Ediin beidh Lowgbe Bupbsalie S
L BELR L LeRREE R o

password 15 matched or mot. IF it does, then Buve

Seller can login, and there will be a BA/ 55 for Buyer!

Pl 51 Bosablish authentitin rechan b for MEARS

Seller uses; it is not matched, then the login will b

2 Mechanism for how Buver Seller Server

denivg.

authenticaie MBA/ MS

@ Login by Diginl Certificate

The digital certificate 1s the best identification ool

st hike an electronic 1D # provides mote sulul
security than radibonal sccount and password systen
Hepeoially, 0 can enmure Buver's' Seller’s wentity 1o

mrovide better protection durmg - the bansaction
process. When Buyer/ Seller sends their own digital
certificate to HA, & will forward the data 1o BMA/
ShiA fhen BiA/ BMA wall sk Coondinalor Setver o

Whon MBAS MEA Toiies i work oo o
Buyer! Selier Server needs fo abthinnicate the identity
of MBA MSA o it's the ongingl one. Listed below

the authenhcanon stops

$ When BAZ SA venerates MBA MBS, BA SA
will base on the identity and code to compute MBA/
MEA with Hash Funcrion for generatme Uinest

onfirm with Certificate Authonty the authenticity o

s disttal certifioate. 1018 suceessiul, then at will

which will be stored in BAL SA

% YWhen MBAS MSA requests to veturn, BAY 5A will

sotify BRAY SMA 1o et tis Buver! Seller e 4f not,

ask this MBA/ MEBA to compute Hash Punction with

its own identity and code for penerating Dioisl

then the losin will be demed,

hen the Dizest will be encrypted by 48 own public

L MIBAMEA and Buver/ Seller Sorver

kev and send back o BA/ B4 When BA/ B4

cooives i that can be dearvpted by MBA 5 MEA ¢

21 How tooestablish authentication mechamism for

private- key, and then campare the Dhigest with

MBAS BEA

oripinal one. I they are the same, then I means

MBA/ MSA Bv nomally operaied waithouwt any

I MA/ SA needs fo establish MBAS MBaA wihle

attacks; if they are different, that means MBA/ MSA

serving Buver Seller, if can use the llowmg steps o

Vo been artacked. the DAY SA will refuse is retium

penerate MBA/ MSA: (see Pigure 5.1

B BAS BA il ack BRAAL SMA for meovidin

T ooMdechaniom for how MBA MSA authenticate

Buver Seller bep

temporery public kevand prvate key of sl

ey,

When MBA/VSA s beenauthonsed o e o

®  BMAJ SMA ean not provide the key by atself, i

needs to ask Coordinator Server to provide

Buver! Seller server, MBA/ MEA can ingune W

temporary public keyv and private key of asvime

wordinator Serveraf the Buyer/ Sellor Berver is legal

ves, MBA/ MSA san vennn 1 tie Buver Seller

ey

®  Afer Coordinator Server provides the koys, i will

Server, then it tianenuts the execution resull to Buver

He if not, or the Buyer/ Seiler Berver 15 e

conduct the 15t encrvption by uaing s own privaie

ey, then use public key of Buyver/ be Sery

stablished because of being attacked, the Uoordinator

Server will keep the sxecution résult terporanly, an

450




furn in 3 o the oniginal Buver/ Seller when they are re-

G, Dats Verification Mechaniom for MEBA

login,

This tection will inpoduce 4 dats venhicane

23 WP A and Marketplace Server

mechanis, 10 enable buvers fo deternine the

When MBA s gomne to Marketplace Server, this
Server has 1o authenticate MBA s identity B login on
the contrary, MBA also needs 1o authenticate if the
Marketplace Server is o logal server, lo seocure ils own

authenticity of date, and ensure the daa s having
Intesrity, Authentication, Nuneepudiaton
Confudentiality and Availability, 1o achieve the tarpels

of data secunty mechanism,

When BA estabush MHBA, # not only provides

safety,  The following two pomts will explain how

reinted authentication data, but also provides dala

they conduet the mutual authenbication

erification mechanism. The steps are s fol lows:

2 Vhen MBA 5 i Moo Marketplace Server (see

§21  Mechanismn for how  Marketplace  Server

Figure 6.1}

authenticate M3

% When MBA iz i Nooi Marketolace Server this

Marketplace Server will bave a varinble randomly,

When MBA is poine to Marketplace Server, BA

then compute this variable with Hash Funchion o

will send MBA's disiial cerntioate to MA. When

generate Dipest Oy

MBMA recelves, it wall inguwe o Coordinator Server
abow the authenticity of this digital certificate, M the

& lhis No. Markemplaoe Server will get the fust

Gd-bn of U1 to aot B seovel key (00 of

wdentification is successiul, it will reply BMA 10 et
MBA 1o mmzrate and loging i1 not, the migration and

symmettic ey, then use this U0 1o emovpt 1h

data (D), that 15 obtaimed from No. 1 Matketplac

topm will be denied.

Server, into DL (To achieve the Confidentiah

Similarly, if MBA wanls to pugrate from one
Markeiplace Server fo another one, MBA will call Ba

of the data Iy

& 1his No. | Markeiplace Server will use MBA s

to conduct authentication. First of all. BA will send

Public Key to encovpt OO0 inte BBIL (To acht

thig MBA s dipial cerhihicate fo MMA When teceives,
MMA will mguire to Coovdingtor Server for the
authenticity  of  this digital certhiboale. i the
wentfication is successiul, it will reply BMA o et

the Conbidentiality of Secret Key)

& - This No o Markeipbace Seever lets datn (M o
te Hash Punction to generate Dhpest (H), then

uses Nooo Maketnlaee Server g Private Key b

MEBA to mizrate and login: if nol, then the migration

enerypbil fo produce Digita] Sienatine (54 o No

and lopm will be denied,

arketplace Server. (To achisve the None

832 BMechanism for how MBA  asuthenticules

cpudiaiion of Mo i Markeplace Sarver

& Finallv: MBA wilh the previous dats plus the

Markemlace Serve

Moot Markemlace Server's data, will go further 1o

mext Marketplace Server topether with (BB, DD

When MBA has been authotized o login

Seo BB DD S .

Marketslace Server, BA will ask Murketplace Serv

& When MA vlind Mo on Makeinlaee Bevver

bedenied

to pr_mis:i_f: s dipiial ‘cartiﬁc.ate. When ree::ewas,fgﬁ will bring together {BB,, DD, S;. BB, DD,

will ingwire 1o Coordinator Server for the authentioity g, B, DDn. Sn} to retumn to Buyer Server

of thie dinttal certiticate. . I the Wdentibeation o

susteastul, it will a%lc:w MBA to migrate ami_ fogin umm:niam}“ e e ﬁyﬁiﬁ?h{m

Murketplace Seyver: if not, the maigration and login will ke s | MESDESUTLL T | BABRAEL st nh | |
Similarly, f MBA wanls fo migrate from one —»—Lﬁ;j‘*’iﬁf’ B

Marketplace Server o another one, MBA will call Ba

o conduct the authentication. BA will ask the anothe

ash Fanetlon Brciyp f ity | Dlia St 5

Prive Heal Mo rals sl

Marketnlace Berver do provide s digital cerifionte

Matkeiliceboiin

When receives, BA will inquire to Coordinator Server

Fismire 60 WAt N M biinlace Servie

for the authenticity of this digial certifieate.  If th

fdentification s sucoentl e vl st e MBA

& When MBA retums to Buyer Berver (see Fipue

migrate and login to another Marketnlace Server ifno

the mizration and logm will be denie

)
& When MBA reor o Baver Berver bl

mallthecollected datato B

486




& B owill nke ot daaom ooder, o e

‘Marketplace Server [BBI, DD ; and

mobile apent and servers, as well as the verificaten
Gl atticks o mobile apent

®  Forthe datn collected by mobite apend, this paper

Markemplace Server {BB2. DD2, 82} to Nth

Marketplace Server {BBn, DDn, Sn}, to conduct

provides a data verification mechanism, for buyers

decryption and verficiation,

determine the authenticity of these dats, 1o achisve

B DA tabes out the Mo o Marketnlice Seiver s

the tarpets of data secunity mechanis

duta {BBi, DD, Si}, and then uses MBA's Privat

Keviodeervpi BBi o O

Limttation for this paper, e eidne svslam 6

B BA uses OO0 o decrypt DD o vestore do the

emphasizing Boconunerce Security as fon prionity,

dats (D13 of Mo i Markeiplace Serv

uring the reeareh, we uge vany different secunty

& 1A owill then tnke out the dam (1n), and use

mechanisms alternatively, which gy bring abou

Fash Function 1o generate Digest (Vi)

some hmitation s follows:

® 1A will also take out Digital Dignatre (51 of

& The network transmussion volumes are enlarped

Mo 1 Maorketplace Server, and use Public Key of

Bepween nervers,

o i Marketplace Server o obiain the ongina

€ The workioad for servers e heavigr because of

ngest {1}

gent s authentication.

8 Then BA will compae Vioand Bl 1 they are

® 0t wastes times due fo fhe various wave for

the same, it presents that the data (D1) has not been

cticryption ad deorvption on mobile sgeniy

forged, which also proves the data was sentout b

Mo § Marketplace Server. 10 Vi oand Hi oare

This paper proposes somme Secinity nwchanisms, b

different. it means D has been forsed o i

there are still some targets 10 be achieved in the future

unalbile to prove the dats was sent ou Moo

such as (1) Hor system slatforny Markemlace Rerver

Marketsiace Server

an chistribute some mobale agents 1o other Marketplace

Servers for reducing the load, And Coordinator Server

aild be aubaivided into several Coordinator Servers

oVt R
£ o e fy £C1LBibH

- amma 4 L ot balancing the workload.  €2) For mobile apenis:
Loy . e Buyers can dispatch several mobile agents at the same
| el L e il L L ‘
E oo o L wihbe T RS fithe for avonding repeated wgrk: And mobile spenis
pmmamm o ¥ an achieve barpaimnpmepotiation mechansm.  (
""" I i S i , . - . .
Byble Kayof a1 | i st P Fer security mecharusm 1o raise the efficiency for
Mkl e i gﬁ !}xgw - :: : v
***************** erifire systen and give consideration to the security are
Sl L o e i ot e wnportant in the futh ¥l
3 v i vt Different | Conpai' } ‘aasne T aid B
el Rt s ol ne N
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