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Abstract: Secret image sharing technology is a strategy for jointly protecting secret images. The (n, n)
secret image sharing problem can be solved by conventional Boolean calculation easily. However, how
to recover secret images with progressive steps is not addressed. In this study, we proposed an XOR-
based (m, t, Ti) multi-secret image sharing scheme that shares m secret images among m participants
and recovers m shared images progressively with t thresholds. The proposed secret images partition
strategy (SIPS) partitions m secret images to generate intermediate images for different thresholds
in the sharing procedure. Based on progressive recovery property, the proposed recovery method
recovers parts of the secret images by gathering consecutive shared images. Moreover, gathering
all shared images can perfectly recover all secret images. The experimental results show that the
proposed XOR-based multi-secret image sharing method has high security and efficiency.

Keywords: secret image sharing; XOR-based; progressive recovery

1. Introduction

With the development of digital multimedia and the Internet, the sharing of multime-
dia content through the Internet has become more popular, and intellectual property rights
and personal privacy have also become increasingly important. The secret image sharing
technique is one of the protection methods that aim to protect multimedia content and has
become an important field of recent research [1].

Thien and Lin [2] first proposed a secret image sharing scheme based on the Shamir-
Lagrange method [3,4], and then a number of functional secret image sharing schemes
have been proposed, such as sharing a secret image among host images [5,6], sharing
using Boolean operations [7,8], progressive sharing [9–11], visual cryptography with secret
image sharing [12], and scalable sharing [13]. Since most of the approaches perform only
for sharing one secret image, they cannot share multiple secret images simultaneously in
real circumstances.

Over the past few years, a number of approaches for multi-secret image sharing have
been proposed. Chen and Chien [14] proposed sharing numerous images secretly with
the reduced possessing load. The concept of the method is to generate a random number
image with the same size as the secret image, and the random number image and the secret
image are processed separately, and then the calculation is made public. Then use secret
image sharing technology to share images containing random noise with all participants.
Chen and Wu [15] proposed an efficient multi-secret image sharing method that used
n − 1 secret images to generate n shared images based on Boolean operations. However,
it is necessary to collect all the shared images to recover the secret images. Chen and
Wu [16] improved the multi-secret image sharing method proposed in Chen and Wu [15]
and proposed a random number image generation function, which used secret images or
shared images to perform XOR operations and bit-shifting operations to obtain the random
image. Since the random image does not need to be shared as shared images, the sharing
capacity is increased. Chen et al. [17] proposed a method that also used the random number
image generation function to generate images containing random noise but will perform
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further bit shift processing on the generated random images. Kabirirad and Eslami [18]
proposed a multi secret image sharing scheme based on Boolean operations. Although
their approach is efficient, it requires that the size of the generated shared image must
be the same as the secret image. Azza and Lian [19] present a cellular automaton-based
multi-secret image sharing scheme with steganography. Chen and Wu [20] proposed a
Boolean-based multi-secret sharing scheme with the general access structure. The proposed
scheme does not necessarily collect all the shared images to recover the secret images by
the predefined access structure. In addition, since image secret sharing schemes are widely
used in watermarking, access control, identity authentication and so on, a number of image
secret sharing schemes were proposed and applied in various practical applications, such
as biometric privacy [21], share authentication [22,23], and e-voting [24]. Notice that most
of the previous schemes are mainly for low computational complexity. How to process the
secret images to achieve progressively secret image sharing and recovery is still not solved
by them [25–31].

This paper proposed a secure XOR-based (m, t, Ti) multiple secret image sharing
approach that shares m secret images among m participants and recovers m shared images
progressively with t thresholds. The proposed method uses the random number image
generation function to generate images containing random noise and further process the
secret images to achieve progressively secret image sharing and recovery. The experimental
results show the novel properties of our proposed approach.

The paper is organized into the following sections. Section 2 gives a brief review of
related works [15–17]. Section 3 presents details of the proposed sharing and recovery
approach. Section 4 presents the experimental results. Section 5 offers concluding remarks.

2. Review of Related Literature

This section briefly reviews the state-of-art in secret sharing of multiple images based on
Boolean function. Section 2.1 introduces the secret sharing of multiple images based on the
Boolean function proposed by Chen and Wu [15]. Section 2.2 introduces the method proposed
by Chen and Wu [16]. Section 2.3 introduces the method proposed by Chen et al. [17].

2.1. Boolean Based Scheme of Chen and Wu

Chen and Wu [15] proposed a method of secretly sharing and restoring n − 1 secret
images through n shared images. The sharing steps are as follows:

1. Select n − 1 secret images and a random number image R of the same size. The secret
images are marked as Gi (i = 1, . . . , n − 1) in order;

2. Using Equation (1), perform an XOR operation on each of n − 1 secret images and R
to obtain noise images of n−1 secret images, labeled Bi (i = 1, . . . , n − 1);

Bi = Gi ⊕ R (1)

3. Use Equation (2) to generate shared images, labeled Si (i = 1, . . . , n);
S1 = B1
Si = Bi−1 ⊕ Bi, f or 2 ≤ i ≤ n− 1
Sn = Bn−1 ⊕ G1

(2)

The recovery steps are as follows:

1. Collect all n shared images, and perform XOR operation S1 ⊕ S2 ⊕ . . . ⊕ Sn on all shared
images to restore G1. Moreover, restore the random number image R through S1 ⊕ G1;

2. Use Equation (3) to recover n − 1 noise images;{
B1 = S1
Bk = Sk ⊕ Bk−1, f or 2 ≤ k ≤ n− 1

(3)
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3. Using Equation (4), use n − 1 noise images and images containing random noise R to
restore all secret images.

Gi = Bi ⊕ R (4)

The above is the introduction of the Chen and Wu [15] method. If the number of
shared secret images divided by the number of shared images is defined as the sharing
rate, the sharing rate is n − 1/n. However, a shared image Si is calculated by Equation (5),
and it is quite insufficient in security, as shown in Figure 1.

Bi ⊕ Bi−1 = (Gi−1 ⊕ R)⊕ (Gi−1 ⊕ R) = Gi ⊕ Gi−1 (5)

Figure 1. The results of XOR operation: (a) Lena, (b) house, (c) XOR result of (a,b).

2.2. The Improved Scheme of Chen and Wu

Chen and Wu [16] improved their work [15] by using the proposed random number
image generation function F to generate a random number image R. F contains two sub-
functions F1 and F2. The function is defined as F(x)= F2 (F1(x)), where F1 is calculated
by Equation (6), performs XOR operation on all images, F2 then marks the image after
F1 operation as G. For each pixel value, it is converted into a binary bit, and the bit is
transposed, and the processed result is marked as G′ and expressed by Equation (7).

G = F1(G1, G2, . . . , Gk) = G1 ⊕ G2 ⊕ . . .⊕ Gk (6)

G′ = F2
(
Gx,y(b)

)
= Gx,y(7− b) = G′x,y(b) (7)

where x, y represent the pixel position in the image, and b (0 ≤ b ≤ 7) represents the pixel
bit converted to binary. The sharing steps are introduced as follows:

1. Select n secret images and mark them as G1, G2, . . . , Gn in sequence;
2. Using Equation (8), the random number image generation function obtains the ran-

dom number image R;

R = F(G1, G2, . . . , Gk)
= F2(F1(G1, G2, . . . , Gk))
= F2(G1 ⊕ G2 ⊕ . . .⊕ Gk), where k = 2· n2

(8)

3. Using Equation (9), n secret images and images containing random noise R are used
to generate n noise images, which are labeled Ni (i = 1, 2, . . . , n);

Ni = Gi ⊕ R (9)
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4. Using Equation (10), generate n shared images and share them with all participants,
labeled Si (i = 1, . . . , n).

Si =


N1, i = 1
N2, i = 2
Ni ⊕ Ni−1 ⊕ Ni−2, f or 3 ≤ i ≤ n

(10)

The recovery procedure is described as follows:

1. Using Equation (11), from the shared images S1, S2, S3, . . . , Sn, restore all the noise
images N1, N2, . . . , Nn in sequence;

Ni =


S1, i = 1
S2, i = 2
Si ⊕ Ni−1 ⊕ Ni−2, f or 3 ≤ i ≤ n

(11)

2. Using Equation (12), the G generated when sharing is obtained from the noise image.
Then use Equation (7) to substitute G into the sub-function F2 of the random number,
the image generating function, and the random number image R generated during
sharing can be recovered;

G = (N1 ⊕ N2 ⊕ . . .⊕ Nk) (12)

3. According to Equation (13), the noise image and random number image R are recov-
ered to the corresponding secret image.

Gi = Ni ⊕ R (13)

2.3. Scheme of Chen et al.

The sharing steps of the secret image sharing scheme proposed by Chen et al. are
introduced as follows:

1. Prepare n secret images and mark them as Ii (i = 0, . . . , n − 1) in sequence;
2. After performing the XOR operation on all the secret images I, the Hash method is

performed on the result to generate the matrix h;

h = H(I0 ⊕ I1 ⊕ · · · ⊕ In−1) (14)

3. The matrix h is reorganized to generate the image SI;

SI = image_synthesis(h) (15)

4. Performing XOR operation on all secret images I0–In−1 and then bit shifting to gener-
ate the image and then performing XOR operation with the SI to generate random
image R;

R = bit_reverse(I0 ⊕ I1 ⊕ · · · ⊕ In−1)⊕ SI (16)

5. Using Equation (17), n random images R0–Rn−1 are generated by n secret images
performing bit shifting, where x, y represents the pixel positions in the image;

Ri(x, y) = R(x− i, y− i) (17)

6. After all the secret images I0–In−1 and images containing random noise R0–Rn−1
are calculated according to Equation (18), n shared images Oi (i = 0, . . . , n − 1) can
be obtained.

Oi =

{
Ii ⊕ Ri ⊕ Ri+1, i 6= n− 1

Ii ⊕ Ri ⊕ R0, others
(18)

The recovery procedure is described as follows:
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1. Collect all n shared images, and perform XOR operation on all shared images
O0 ⊕O1 ⊕ · · · ⊕On−1. In this way, the result of I0 ⊕ I1 ⊕ · · · ⊕ In−1 is obtained;

2. Obtain h by Equation (14), and then obtain SI by Equation (15);
3. After obtaining the noise image R by Equation (16), then obtain the noise image

R0, · · · , Rn−1 by Equation (17);
4. Then, by Equation (19), n noise images R0, . . . , Rn−1 are used to restore all the

secret images.

Ii =

{
Oi ⊕ Ri ⊕ Ri+1, i 6= n− 1

Oi ⊕ Ri ⊕ R0, others
(19)

Based on Chen et al.’s proposed algorithm [17], the sharing rate of this method is n/n.

3. The Proposed Approach

This section introduces our proposed XOR-based (m, t, Ti) multi-secret image sharing
scheme, in which m secret images are shared among m participants with t different thresh-
olds T0 to Tt−1 satisfying T0 < . . . < Tt−1. Moreover, the highest threshold Tt−1 should be
equal to m.

Section 3.1 introduces the proposed secret image segmentation strategy (SIPS) method
to partition m secret images into t groups of intermediate images for t thresholds. Section 3.2
introduces the proposed sharing algorithm, and Section 3.3 introduces the recovery algo-
rithm. Examples of sharing and recovery with thresholds (4, 3, {2, 3, 4}) are demonstrated
in Section 3.4.

3.1. Secret Images Partition Strategy (SIPS)

Since the proposed scheme obtains the progressive recovery property, the following
partition method is, therefore, presented to generate intermediate images for different
thresholds. For sharing m secret images with the property of t thresholds, the first step
in SIPS partitions the lowest 4 bit-planes (LSB0–3) of m secret images, which denoted by
PSt−1 as group partition and the remaining highest 4 bit-planes (LSB4–7) are partitioning
to PS0–PSt−2 by bit sequence. Since any modification under LSB2 is hard to be noticed by
human eyes, therefore, lowest and highest 4 bit-planes are determined. Figure 2 shows
two examples of sharing a 5 pixels block to PSi (0 ≤ i ≤ t − 1) two different thresholds of
(a) t = 3 and (b) t = 4 by the proposed SIPS.

Figure 2. Example of sharing 5 pixels by the proposed secret image partition strategy (SIPS), (a)
shares to 3 groups of PS0, PS1, PS2, (b) shares to 4 groups of PS0, PS1, PS2, PS3.

Figure 3 shows the results of only part PSi being recovered by filling the un-recovered
PSi by random or 0/1 bits under threshold t = 3. Figure 3a shows the original Barbara image,
and Figure 3b–d shows the recovery by PS0 with compensating by 0/1 and random bit,
respectively. Moreover, Figure 3e–g shows the recovery by {PS0, PS1} with compensating
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by 0/1 and random bit, respectively. Figure 3 shows that compensating by 0 leads to a
darker recovery. On the contrary, compensating by 1 acquires a brighter recovery. However,
since the compensation by 0/1 mainly changes the brightness of the recovery result, the
proposed strategy adopting the compensation by random bits, as shown in Figure 3d,g.

Figure 3. Results of an image by part of group partitions under threshold t = 3, (a) the original image: Barbara, (b–d)
recovery by PS0 with compensating by 0/1 and random bit, respectively, (e–g) recovery by {PS0, PS1} with compensating by
0/1 and random bit, respectively.

Since each secret image has its group partitions PSi(0 ≤ i ≤ t − 1), sharing m secret
images acquires m multiples of their PSi. The second step in SPIS is to generate intermediate
images from PSi. The lowest 4 bit-planes (LSB0–3) of PSt−1 construct the intermediate
images Pt−1,j (0 ≤ j ≤ Tt−1) for group t − 1. The 4 bits higher planes (LSB4–7) of PS0–PSt−2
are shared to t − 1 groups, as shown in Figure 2, and the size of these intermediate images
will reduce to 1

2(t−1) of the original image size. Each PSi(0 ≤ i < t − 1) is then reorganized
to intermediate images Pi,k (0 ≤ k ≤ Ti−1) for further sharing processing.

By applying the proposed SIPS and the predefined (m, t, Ti) thresholds, secret images
with size M × N obtains the following intermediate images.
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1. 4 lowest bit-planes (LSB0–3) of m secret images (4mMN bits) are reconstructed to m
intermediate images with the size of M

2 × N pixels for threshold Tt−1 (=m);
2. Total 4mMN/(t− 1) bits from m secret images in highest bit-planes (LSB4–7) are re-

shaped to Ti (0≤ i < t− 1) intermediate images for different Ti thresholds, respectively.
Therefore, sizes of intermediate images are mM

(2(t−1)Ti)
× N;

3. Finally, the size of the shared image is
(

∑t−1
i=0

m
(2(t−1)Ti)

+ 1
2

)
×MN

Table 1 shows the sizes of shared images in the proposed SIPS with different thresholds
under the size of secret images being 300 × 300.

Table 1. Sizes of shared images in the proposed secret image partition strategy (SIPS).

Thresholds

(3, 2, {2, 3}) (4, 2, {2, 4}) (4, 3, {2, 3, 4})

Threshold Intermediate
Image Size Threshold Intermediate

Image Size Threshold Intermediate
Image Size

Group 0 2 225 × 300 2 300 × 300 2 150 × 300

Group 1 3 150 × 300 4 150 × 300 3 100 × 300

Group 2 4 150 × 300

3.2. The Proposed Sharing Algorithm

The sharing algorithm of the proposed XOR-based (m, t, Ti) multiple secret image
sharing scheme shares m secret images among m participants with the progressive property
of t different thresholds Ti (0 ≤ i ≤ t − 1) and m = Tt−1. These t thresholds must fit the
requirement of T0 < T1 < · · · < Tt−1. Figure 4 shows the proposed sharing structure.
The intermediate images Pj,k (0 ≤ j ≤ t − 1, 0 ≤ k < Tj) are acquired from the proposed
SIPS introduced in Section 3.1. The following steps adopt Chen et al.’s method [17] with
consecutive modification on thresholds Ti, 0 ≤ i < t − 1. This modification also means that
in the Pt−1,k intermediate images, the threshold is Tt−1, and Chen et al.’s method [17] is
directly applied. However, other thresholds Ti (0≤ i < t− 1) should give some modification
to Chen et al.’s method [17]. Our proposed structure obtains the property of consecutive
recovery on threshold Ti (0 ≤ i < t − 1). For example, if Ti = 3 and m = 4, four shared
images (denoted by S1, S2, S3, S4) are generated and collecting 3 consecutive shared images
like S1, S2, S3 or S2, S3, S4 can perfectly recover secret images of the threshold Ti = 3.

The sharing algorithm is introduced as follows:

1. Using the proposed secret images partition strategy (SIPS) to generate intermediate
images Pj,k (0 ≤ j ≤ t − 1, 0 ≤ k < Tj) from m secret images;

2. Apply the XOR function, the SHA-256 hash function H, the image_synthesis(h) function,
and the bit_reverse(x) function on these intermediate images Pj,k by Equations (20) and
(21) to generate random image Rj for each threshold;

Xj = Pj,0 ⊕ Pj,1 ⊕ · · · ⊕ Pj,Ti−1 (20)

Rj = image_synthesis
(

H
(
Xj
))
⊕ bit_reverse

(
Xj
)

(21)

where the image_synthesis(h) function synthesizes the image from the seed h, and the
bit_reverse(X) function reverses each bit of all pixels in an image X;

3. Generate a series of random images Rj,k(0 ≤ k ≤ Ti − 1) from circular pixel shift
processing on Rj as defined in Equation (22);

Rj,k(x, y) = Rj(x− k, y− k) (22)

4. Generate a series of intermediate shares Si,j by Equation (23);

Si,j = Pj,(i% Tj)
⊕ Rj,(i% Tj)

⊕ Rj,((i+1)% Tj)
(23)
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5. Concatenate all the intermediate shares Si,j to acquire shared image Si for participant
i by Equation (24).

Si = Si,0||Si,1||· · · ||Si,t−1 (24)

Figure 4. The proposed sharing algorithm.

3.3. The Proposed Recovery Algorithm

The recovery algorithm of the proposed XOR-based multiple secret image sharing
scheme is introduced in this section. Enough shared images should be acquired for meeting
the threshold criterium. In the proposed XOR-based (m, t, Ti) multiple secret image sharing
scheme, the acquirement of consecutive k shared images recovers all thresholds Ti with
Ti ≤ k. The recovery algorithm is introduced as follows:
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1. Acquire the consecutive k shared images. Without loss of generality, these shared
images are denoted by Sj(0 ≤ j ≤ k− 1);

2. Split Sj for obtaining intermediate shares Sj,i(0 ≤ j ≤ k− 1, 0 ≤ i ≤ t− 1);
3. Assume the number of collected shared images k is equal to one threshold

Tm (m ≤ t− 1). For each threshold Ti(0 ≤ i ≤ m), apply the following steps to recover
the intermediate image Pj,i;

3.1. Applying Sj,i(0 ≤ j ≤ Ti − 1) to Equations (20) and (21) acquire Xj and
Rj, respectively;

3.2. Generate a series of random images Rj,i(0 ≤ j ≤ Ti − 1) from Rj;
3.3. Acquire intermediate images Pj,i from Equation (25)

Pj,(i% Tj)
= Si,j ⊕ Rj,(i% Tj)

⊕ Rj,((i+1)% Tj)
; (25)

4. Apply the reverse processing of the proposed SIPS from the intermediate images Pj,i
to recover the bit-plane shares PSi (0 ≤ i ≤ t − 1);

5. Combine all the recovered bit-plane shares PSi (0 ≤ i ≤ t − 1) and replace the un-
recovered bits with random bits for recovering all secret images.

3.4. Discussion of a Sharing Example

This section shows an example of sharing four secret images I0–I3 with size 300 × 300
by the proposed (4, 3, {2, 3, 4}) XOR-based multi-secret image sharing scheme. The detailed
information for each step is introduced as follows:

1. Partition four secret images I0–I3 to group partition;

1.1. Four highest bit planes of size 150 × 300 are partitioned to group partitions
PS0,i (0 ≤ i ≤ 3) and PS1,i (0 ≤ i ≤ 3) with size 75 × 300;

1.2. Four lowest bit planes construct the PS2,i (0 ≤ i ≤ 3) with size 150 × 300;

2. Acquire the intermediate images Pi,j (0 ≤ i ≤ 3, 0 ≤ j ≤ 2) from PSi (0 ≤ i ≤ 2);

2.1. Re-shape PS0,i (0 ≤ i ≤ 3) to acquire P0,0, P0,1 with size 150 × 300 for sharing
with threshold 2;

2.2. Re-shape PS1,i (0 ≤ i ≤ 3) to acquire P1,0, P1,1, P1,2 with size 100 × 300 for
sharing with threshold 3;

2.3. Re-shape 4 lower bit planes PS2,i (0 ≤ i ≤ 3) to acquire Pj,2 (0 ≤ j ≤ 3) with
size 150 × 300 for sharing with threshold 4;

3. In first threshold 2, R0 is acquired by applying P0,0, P0,1 to Equation (20). Applying
R0 and Equation (21) generates R0,0 and R0,1. Four intermediate shares with the size
of 150 × 300 are acquired from the following:

S0,0 = P0,0 ⊕ R0,0 ⊕ R0,1
S1,0 = P0,1 ⊕ R0,1 ⊕ R0,0
S2,0 = P0,0 ⊕ R0,0 ⊕ R0,1
S3,0 = P0,1 ⊕ R0,1 ⊕ R0,0

4. In second threshold 3, R1 is acquired by applying P1,0, P1,1, P1,2 to Equation (20).
Applying R1 and Equation (21) generates R1,0, R1,1 and R1,2. Four intermediate shares
with the size of 100 × 300 are acquired from the following:

S0,1 = P1,0 ⊕ R1,0 ⊕ R1,1
S1,1 = P1,1 ⊕ R1,1 ⊕ R1,2
S2,1 = P1,2 ⊕ R1,2 ⊕ R1,0
S3,1 = P1,0 ⊕ R1,0 ⊕ R1,1
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5. In the last threshold 4, R2 is acquired by applying P2,0, P2,1, P2,2, P2,3 to Equation (20).
Applying R2 and Equation (21) generates R2,0, R2,1, R2,2 and R2,3. Four intermediate
shares with the size of 150 × 300 are acquired from the following:

S0,2 = P2,0 ⊕ R2,0 ⊕ R2,1
S1,2 = P2,1 ⊕ R2,1 ⊕ R2,2
S2,2 = P2,2 ⊕ R2,2 ⊕ R2,3
S3,2 = P2,3 ⊕ R2,3 ⊕ R2,0

6. All shared images S0, S1, S2, and S3 with the size of 400 × 300 are obtained from the
following concatenation processing:

S0 = S0,0 ‖ S0,1 ‖ S0,2
S1 = S1,0 ‖ S1,1 ‖ S1,2
S2 = S2,0 ‖ S2,1 ‖ S2,2
S3 = S3,0 ‖ S3,1 ‖ S3,2

The recovery example is explained as follows: The proposed XOR-based multi-secret
image sharing scheme should be recovered by collecting consecutive shared images. In
the proposed (4, 3, {2, 3, 4}) XOR-based multi-secret image sharing scheme, the collections
of {S0, S1}, {S1, S2}, or {S2, S3}meet the requirement of threshold 2 and the consecutive
requirement. Moreover, the collections of {S0, S1, S2} or {S1, S2, S3}meet the requirement
of threshold 3 and the consecutive requirement. The following introduces the recovery of
three different collections of shared images.

1. The collection of {S1, S2};
1.1. Splitting S1 and S2 acquire intermediate shares S1,0, S1,1, S1,2 and S2,0, S2,1,

S2,2, respectively;
1.2. Since P0,1 = S1,0 ⊕ R0,1 ⊕ R0,0 and P0,2 = S0,0 ⊕ R0,0 ⊕ R0,1, S1,0 and S0,0 can

also be acquired by P0,1 ⊕ R0,1 ⊕ R0,0 and P0,2 ⊕ R0,0 ⊕ R0,1, respectively;
1.3. Directly applying S1,0 ⊕ S0,0 acquires P0,1 ⊕ P0,2, and X0 can be obtained

by Equation (20);
1.4. R0,0 and R0,1 are then acquired from Equations (21) and (22);
1.5. By using S1,0, S0,0(S2,0), R0,0, and R0,1, the intermediate images P0,1 and P0,2

can be then obtained;
1.6. Finally, the reverse processing of the SIPS can obtain half bits of higher bit

planes (LSB4–7) to have the rough image result;

2. The collection of {S1, S2, S3};
2.1. Similar to the process in the previous collection, S1, S2, S3 can also be split into

intermediate shares S1,0 S1,1 S1,2, S2,0 S2,1 S2,2 and S3,0 S3,1 S3,2, respectively;
2.2. Directly applying S1,1 ⊕ S2,1 ⊕ S3,1(S0,1) acquires the same result of

P0,1 ⊕ P0,2 ⊕ P0,0;
2.3. X1 can be then obtained by Equation (20) so as to acquire R1,0, R1,1 and R1,2;
2.4. From S1,0, S2,0, S3,0(S0,0), R1,0, R1,1, R1,2, and reverse processing of the SIPS,

another half bits of a higher bit planes (LSB4–7) are then acquired;
2.5. Therefore, {S1, S2, S3} recovers all bits under higher bit planes (LSB4–7);

3. The collection of {S0, S1, S2, S3};
3.1. Since {S0, S1, S2, S3} includes {S1, S2} and {S1, S2, S3}, all bits in a higher bit

planes (LSB4–7) are perfectly recovered;
3.2. Splitting {S0, S1, S2, S3} acquires {S0,0, S0,1, S0,2}, {S1,0, S1,1, S1,2},

{S2,0, S2,1, S2,2}, and {S3,0, S3,1, S3,2}, respectively;
3.3. Using S0,2, S1,2, S2,2, S3,2, the X2, R2,0, R2,1, R2,2, and R2,3 are orderly calculated

for obtaining the lower bit planes (LSB0–3);
3.4. The collection of {S0, S1, S2, S3} recovers the secret images information of two

half bits of a higher bit planes (LSB4–7) from {S1, S2} and {S1, S2, S3}, and the
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lower bit planes (LSB0–3) from {S0, S1, S2, S3}. Therefore, all secret images can
then be perfectly recovered.

4. Experimental Results and Discussions

This section demonstrates the experimental results of our proposed approach. Section 4.1
presents the experimental results of the proposed approach to share four and five secret
images. All experiments are run on a PC with an Intel i5-4210 CPU and 12G RAM, using the
MATLAB R2019b software. The size of all experimental secret images is 256× 256. Section 4.2
presents the performance of the proposed approach by comparing other multiple secret image
sharing methods.

4.1. Experimental Results

Figure 5 shows the experimental results of sharing by thresholds (4, 3, {2, 3, 4}) with
sharing four secret images and 3 recovery thresholds by collecting 2, 3, or 4 consecutive
shared images. Figure 5a–d shows the four secret images: Airplane, Baboon, Barbara, and
Boat. Figure 5e shows the result of XOR of all pictures, and there are still afterimages
of secret images. Figure 5f shows the generated random image R, which is obtained by
hash and bit reverse calculation in Figure 5e. Figure 5g–j show four shared images with
size 342 × 256, in which the size is acquired from the concatenation for three thresholds
{2, 3, 4} by the equation m

(2(t−1)Ti)
×MN as 128 × 256, 86 × 256, 128 × 256, respectively.

Figure 5k–n are the recovery results by gathering consecutive shared images in Figure 5g–h
of satisfying the first threshold 2. Moreover, gathering three consecutive shared images in
Figure 5g–i recover the results shown in Figure 5o–r, which are a little different comparing
with the original secret images in Figure 5a–d. Gathering all four secret images recovers
the secret images perfectly, as shown in Figure 5a–d.

Figure 5. A (4, 3, {2, 3, 4}) XOR-based progressively secret image sharing example, (a–d) the secret images, (e) XOR result of
(a–d), (f) the generated random image, (g–j) shared images, (k–n) recovery results by using (g–h), (o–r) recovery results by
using (g–i).
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Figure 6 shows another example of sharing five secret images by thresholds (5, 4, {2, 3, 4, 5})
consisting of 4 progressive recovery steps. Collecting 2, 3, 4, or 5 consecutive shared images
recover high noise (Figure 6m–q), light noise (Figure 6r–v), clear (like Figure 5o–r), or perfect re-
covery (like Figure 6a–e), respectively. Figure 6h–l shows five shared images with size 361× 256,
in which the size is acquired from the concatenation for four thresholds {2, 3, 4, 5} by the equa-
tion m

(2(t−1)Ti)
×MN as 107 × 256, 72 × 256, 54 × 256, and 128 × 256, respectively. However,

the size of shared images may not be a square integer due to the proposed SIPS method and
compensation with bit 0 is needed. Moreover, the number of compensation bits is limited and
will not have a visual effect. The progressive recovery property of the proposed XOR-based
(m, t, Ti) multi-secret image sharing scheme is clearly demonstrated in Figures 5 and 6.

Figure 6. A (5, 4, {2, 3, 4, 5}) XOR-based progressively secret image sharing example, (a–e) the secret images, (f) XOR result
of (a–e), (g) the generated random image, (h–l) shared images, (m–q) recovery results by using (h–i), (r–v) recovery results
by using (h–j).

Figure 7 shows an experiment of collecting all 5 shared images in a (5, 4, {2, 3, 4, 5})
XOR-based progressively secret image sharing, in which one shared image Figure 7a is
under attacked. In our proposed scheme, collecting 5 shared images with no attacked
shared image leads to perfect recovery. In Figure 7a, a region with black pixels is replaced
at the center of the shared image, and the attacked region modifies the data required to
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recover in threshold 2. Therefore, the recovery of threshold 2 cannot be fulfilled. However,
the data required to recover in threshold 3, 4, or 5 are still correct. Thus, the recovery results
in Figure 7f–j exhibit the property of gathering satisfying the thresholds 3, 4 and 5.

Figure 7. An example of collecting 5 shared images with one attacked shared image in a (5, 4, {2, 3, 4, 5}) XOR-based
progressively secret image sharing, (a) the attacked shared image, (b–e) the correct shared images, (f–j) the recover results
by using (a–e).

Figure 8 shows another attack experiment. In Figure 8a, the attacked region covers
the data required to satisfy thresholds 2, 3, 4, and 5. Therefore, no correct secret images can
be recovered, and the recovered images shown in Figure 8f–j all look like noised images.

Figure 8. Another example of collecting 5 shared images with one attacked shared image in a (5, 4, {2, 3, 4, 5}) XOR-based
progressively secret image sharing, (a) the attacked shared image, (b–e) the correct shared images, (f–j) the recover results
by using (a–e).

Table 2 shows the computation time of the proposed scheme in two thresholds. The
proposed Boolean-based scheme requires limited CPU computation time, and the perfor-
mance of the proposed scheme is, therefore, exhibited.
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Table 2. Performance of sharing and recovery procedures at different thresholds.

Thresholds Sharing Computation Time (s) Recovery Computation Time (s)

(4, 3, {2, 3, 4}) 1.734 1.422

(5, 4, {2, 3, 4, 5}) 2.334 2.038

4.2. Comparison and Discussion

This section compares the proposed method with other multiple secret image sharing
methods. The comparison metrics include recovery results, color levels, recovery methods,
sharing types, sharing rates, and progressive or not. The recovery results are divided into
recognizable recovery or lossless recovery. The color scales are divided into binary images
and grayscale images by secret images. The recovery methods are to superimpose shared
images or use a calculation to restore. The sharing rates are the value of the size of secret
images divided by the size of shared images. Although the shared image size produced
by the proposed method is not fixed, the total size of shared images is larger than the
original image due to the presented consecutive recovery strategy. Table 3 shows that the
proposed method is the only XOR-based method that can perform progressive sharing
with no distortion reduction and grayscale.

Table 3. Comparisons between the proposed approach and related multiple secret image sharing methods.

Recovery
Results Color Levels Recovery

Methods
Sharing Types Sharing Rates Progressive

Wu and Chang [29] Recognizable Binary Superimpose Circle 2
2×4 No

Chen et al. [25] Recognizable Binary Superimpose Circle n
2×4 No

Shyu et al. [26] Recognizable Binary Superimpose Circle n
2×(2×n) No

Lin et al. [27] Recognizable Binary Superimpose Rectangle 2
2 No

Wang et al. [7] Lossless Grayscale XOR Rectangle 1
n No

Chen and Wu [15] Lossless Grayscale XOR Rectangle n−1
n No

Chen and Wu [16] Lossless Grayscale XOR Rectangle n
n No

Chen et al. [17] Lossless Grayscale XOR Rectangle n
n No

The proposed approach Lossless Grayscale XOR rectangle
t−1
∑

i=0

m
(2(t−1)Ti)

+ 1
2 Yes

5. Conclusions

This paper proposed a high security and efficiency XOR-based (m, t, Ti) multi-secret
image sharing scheme. The proposed method only needs to perform XOR operations
without recording random images. The proposed secret image partition strategy (SIPS)
generates intermediate images for different thresholds in the sharing procedure. Based
on the property of progressive recovery, the proposed scheme should be recovered by
collecting consecutive shared images. The experimental results and analyses show that the
proposed method outperforms previous schemes. In the future, we will study how to limit
the sharing rate to further improve our approach.
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