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Abstract: This study proposes a novel WoT concept for improving the current
police work on anti-terrorist. In order to prove the feasibility and effectiveness,
the presented WoT-based police rescue squad force (RSF) concept is modelled
and simulated by a Monte Carlo simulation. The current RSF and WoT-based
are two alternatives that are analysed for the comparison. The simulation results
show that a significant difference between the current RSF and WoT-based
exists. The information gained from the simulation reveals the WoT-based RSF
can support the commander’s decision makers in performing the anti-terrorist
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task with less risk, less cost with high effectiveness. This study makes an
exceedingly contribution which the WoT-based RSF concept is viable and can
easily improve police performance in anti-terrorist and hostage rescue tasks.

Keywords: wireless sensor network; WoT; internet of things; IoT; rescue
squad force; RSF; simulation; terrorist; unmanned aerial vehicle; UAV.

Reference to this paper should be made as follows: Kuang, C-C., Wang, K.M.,
Hui, L., Chang, C-Y. and Chiu, K.H. (2021) ‘Data analysis of simulated
WoT-based anti-crime scenario’, Int. J. Web and Grid Services, Vol. 17, No. 1,
pp-3-19.

Biographical notes: Chih-Chi Kuang is a PhD student at Department of
Business Administration, National Taipei University, Taiwan. She holds a
Master’s degree in Public Administration and Policy from National Taipei
University in 2008. Her current interest in academic is the strategical analysis,
information management and decision support system.

Kuei Min Wang received his Master’s degree of Operations Research at Naval
Postgraduate School in Monterey, California and PhD degree in Information
Engineering from the University of Tamkang, Taipei, Taiwan. He was a Senior
Analyst in Strategy and Resource Allocation in Government. He is an
Associate Professor in Information Management Department at Shih-Chien
University for teaching operations research, decision support system,
simulation and quantitative techniques. His research has been heavily on data
analytics, decision support with internet of things (IoT), innovative concept
feasibility study and the system analysis of effectiveness and performance.

Lin Hui is an Associate Professor of the Department of Innovation Information
and Technology at Tamkang Universit, Taiwan, ROC. She received her BS
degree in Mathematics from Tunghai University and MS degree in
Mathematics from Fu Jen Catholic University, Taiwan. In 1993, she got the
support from the Chungshan Institute of Science to be a special student in the
Department of Computer Science at the University of Wisconsin-Madison,
USA. She received her PhD degree in Computer Science and Information
Engineering from Tamkang University, Taiwan, in 2006. Her current research
interests include operation research, data mining and multimedia applications.

Chuan-Yu Chang received his BS and MS degrees in Navigation Science and
Electrical Engineering from National Taiwan Ocean University, Taiwan, in
1993 and 1995, respectively, and PhD degree in Electrical Engineering from
National Cheng Kung University, Taiwan, in 2000. He is currently a
Full Professor of the Department of Computer Science and Information
Engineering, National Yunlin University of Science and Technology, Taiwan.
He is an Associate Editor of the International Journal of Control Theory and
Applications. His current research interests include neural networks and their
application to medical image processing, wafer defect inspection, digital
watermarking and pattern recognition.

Kuang Hui Chiu is a Professor in the Department of Business Administration,
National Taipei University, Taiwan. He received his PhD degree of
Management Decision in Computer from Tsing Hua University in Taiwan in
1985. His current academic interests include information management,
management program design, data structure, e-commerce and database
management.




Data analysis of simulated WoT-based anti-crime scenario 5
1 Introduction

Hostages held by terrorists have been a serious issue for governments and has a great
impact on society as it takes many social resources and time to resolve. Due to the low
cost and ease of use, the concept of the web of things (WoT) can be applied in police
work to help minimise the time, manpower, and risk involved in performing such tasks.
Techopedia (2012) defined the WoT as “a ‘things’ to have embedded computer systems
that enable communication with the Web. Such smart devices would then be able to
communicate with each other using existing Web standards”.

The sensors connected to the internet make ad hoc connections, share data and allow
unexpected applications to form the IoT, much like the human nervous system (Ashton,
2017). With a sharp weapon such as [oT, humans can rely on it to build new applications
in a range of areas, such as business, industry, government, healthcare, etc. (Kusek,
2018). However, Atzoria et al. (2017) pointed out that the heterogeneity of the IoT
includes both hardware and software. The hardware in the IoT includes integrated
devices from multiple vendors. The software run on devices uses multiple internet and
data exchange formats. The current scenario of [oT is therefore that devices/things are not
fully interoperable. In order to facilitate communication between the devices and
integrate them into system of systems, a common communication interface is required.

Key to the hostage rescue task is the situation awareness that can be built by a
wireless sensor network (WSN) linked to the internet. Some of the sensors are carried by
an unmanned aerial vehicle (UAV) or an unmanned ground system (UGS), which are
mainly used in search and detection assignments. This paper proposes a way of
examining the effectiveness of using the WoT to support the police rescue squad force
(RSF) as it crosses the screens set up by terrorists to counter the police as they try to
rescue hostages. A specific scenario was developed, and models with Monte Carlo
simulation were created and the results analyzed. The data clearly indicate the
effectiveness of the WoT applied to the current scenario. Several cases were generated to
compare the effectiveness of the conventional and the WoT-based RSF. However, it was
difficult to distinguish a significant difference between cases by the output data, so
statistical techniques were adopted to perform further analyses in order to define the
significance level of the difference.

2 Literature review

According to Roser et al. (2018), between 1970 and 2016, there were 511,047 terrorist
incidents worldwide, resulting in 1,150,580 deaths. Miller (2016) stated that in 2016
terrorist attacks took place in 104 countries, with 55% in five countries (Iraq,
Afghanistan, India, Pakistan, and the Philippines), and 75% of all deaths due to terrorist
attacks taking place in five countries (Iraq, Afghanistan, Syria, Nigeria, and Pakistan).
The Islamic State of Iraq and Syria (ISIS) were responsible for more attacks and deaths
than any other perpetrator group in 2016. The counter terrorist (CT) special response
force originated in Israel in 1957 for carrying out cross-border tactics against Palestinian
guerrilla bases. Special Weapons and Tactics (SWAT) units emerged for managing
hostage-taking incidents in the post-1972 era (Mahadevan, 2012).

There are many types of weapons and sensors that have been used by terrorist to hold
hostage and fight against government forces. MacDonald and Lockwood (2003) indicate



6 C-C. Kuang et al.

that landmines have claimed over 15,000 victims per year in some 90 countries.
In order to clear these landmines, over a dozen methods have been developed and
applied, such as electromagnetic induction, ground-penetration radar, X-ray backscatter,
infrared/hyperspectral and acoustic/seismic, etc. However, these detection methods
cannot guarantee a higher probability of detecting buried landmines. Other than RAND’s
proposed multi-sensor system to improve mine detection capability, several studies have
also presented the efforts to decrease false alarms and so increase the probability of the
detection of landmines (Nufiez-Nieto et al., 2014). To detect an area with landmines in an
emergency situation, manual processing would be relatively ineffective. A UAV
carrying a specific light-weight sensor such as a metal detector, infrared camera, or
custom-designed lightweight ground penetrating radar (GPR) to detect the landmines in
the marked area would be fast and effective (Rajan et al., 2014). Cerquera et al. (2017)
indicated that software defined radio (SDR)-based GPR in outdoor experiments has
enabled the establishment of the following conditions and limits for an accurate
detection: relative humidity > 70% (semi-wet or dry terrain), artefact depth 20 cm, and
diameter (> 15 cm) with a transversal area > 16 cm? and > 30% of the material made of
metal. In addition, the UGS, tele-operated ground vehicle, can also perform mine
detection, mine clearing, and explosive ordnance disposal (Romanovs, 2016). For
estimating the detection probability of any object moving within the security system
detection area at any point in the detection range, Artyushenko et al. (2018) pointed out
that normal and truncated normal distribution are required. Abdelwahab (2013) stated
that the reported experiment could achieve close to 1.0 landmine detection probability by
using SC-FDMA wireless.

Situation awareness is the key to keeping a war zone under control. The top priority
of situation awareness is to be able to provide the identified location, deployment, and
activity of the enemy, as well as friend force information. Situation awareness (SA) is
one of the most critical factors in operation that can determine the mission
accomplishment. There are many definitions of the term ‘situation awareness’, some of
which are illustrated in the following. Endsley (1995a) suggested that SA provides
“the primary basis for subsequent decision making and performance in the operation of
complex, dynamic systems.” At its lowest level, the operator needs to perceive relevant
information (in the environment, system, self, etc.), then integrate the data in conjunction
with the task goals, and at the highest level, predict future events and system states based
on this understanding. Green et al. (1995) thought that SA requires an operator to
“quickly detect, integrate and interpret data gathered from the environment. In many
real-world conditions, situational awareness is hampered by two factors. First, the data
may be spread throughout the visual field. Second, the data are frequently noisy.”
Wickens (1992) definition is simpler, “situation awareness refers to the ability to rapidly
bring to consciousness those characteristics that evolve during a flight.” However, the
most frequently cited definition is by Endsley (2006), who defined it as: “the perception
of the elements in the environment within a volume of time and space, the
comprehension of their meaning and the projection of their status in the near future.”
Endsley also indicated that SA involves four levels of activities (Endsley, 1995b):

1 perceiving the status, attributes and dynamics of relevant elements in the
environment

2 understanding the significance of those elements in light of the goals of the
decision maker
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3 projecting the future actions of the relevant elements and the consequences of these
actions in that environment

4  sharing situational awareness, its components, and the decision-making process.

In order to achieve the goal of SA, it is necessary to rely on sensors to collect relevant
data from the targeted field and to process the data in order to gain useful information for
the local end-user. SA involves four levels of activities. Hence, from the design views in
SA engineering, Kantorovitch et al. (2017) suggested that the SA system must support
the end-user by providing an integrated view, supporting the work process, supporting
decision-making, and being usable, simple and attractive. The common operating picture
(COP) provides the end-user with an integrated view and is essential for creating SA. It is
defined as a single identical display of relevant information shared by more than one
command. A COP facilitates collaborative planning and assists all echelons to achieve
situational awareness. It is the tool for a good level of SA. It is also regarded as an object
of a structure or multipurpose repository hosting knowledge (United States Department
of Defense, 2012; Timonen, 2018). The more essential issue in SA is the decision support
in those inherent changing uncertainties in crisis and emergency scenarios. Colin Powell,
former US Chairman of Joint Chief of Staff and Secretary of State, once said, “Tell me
what you know, tell me what you don’t know, tell me what you think, and make clear
which is which.” It needs to be so sure for the safety of a soldier. The premise is the
soldier must catch a clear picture of the battlefield well enough. In order to achieve that,
the gathered data from UAVs, ground sensors, and high altitude sensors need to be
processed by analysis, data fusion, and synthesis, in order to transform them into
meaningful information which can be shared and disseminated, or even to be
interoperable by COP for action’s decision support (Hodicky and Frantis, 2009;
MacFarlane and Leigh, 2014).

The concept of the internet of things (IoT), such as the variety of sensors or sensor
network, platforms, positioning devices, in the support of SA has been widely applied
recently. The definition of IoT for smart environments by Gubbi et al. (2013) is
“interconnection of sensing and actuating devices providing the ability to share
information across platforms through a unified framework, developing a common
operating picture for enabling innovative applications. This is achieved by seamless
ubiquitous sensing, data analytics and information representation with cloud computing
as the unifying framework.” Other than sensors and actuators, the augmented reality (AR)
can be a multiplier in the supporting end-users for providing important command control
(C2) information of the environment that (You et al., 2018) indicated “accessing
information via an AR system can elevate combatants’ situational awareness to
effectively improve the efficiency of decision-making and reduce the injuries.” AR is
defined as systems that have the following characteristics:

1  they combine real and virtual
2 they are interactive in real time
3 they are registered in 3-D.

AR can replace oral communication not only on head-mounted devices (HMDs) but by
integrating the real and virtual objects in real time interactively into an individual’s
physical environment so that they can perceive the information existing in the
surroundings (Mekni and Lemieux, 2014; Lukosch et al., 2015; Azuma, 19997). AR
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provides the user with superimposed information that can be seen in the real world, that
is, it complements the real world with virtual information (Hicks et al., 2003).

The 10T is heterogeneous in terms of communication protocol and in data exchange
formats. To resolve this problem, the WoT was developed to provide a common interface
by translating the heterogeneity into homogeneity. The WoT (Guinard and Trif, 2009)
employs the existing web protocols and technologies (e.g., HTTP, URL, web services) as
the standardised way to access things in the physical world. The benefit of the WoT’s
WSN, according to Khan et al. (2017), is that it plays an important role in connecting
objects to the IoT. In this study, the authors propose a WoT-based emerging sensor
network (WoT-ESN) which collects data from sensors, routes sensor data to the web, and
integrates smart things into the web by employing a representational state transfer
(REST) architecture that makes a significant contribution to the smart home issue. In Wu
et al. (2014), based on the WoT, the authors proposed the virtual environment of things
(VEOT) to integrate real smart things with virtual avatars/objects for creating the virtual
environment. They showed the effectiveness of WoT and VEoT.

Unmanned vehicles, including UAV and UGS, have an important role of carrying
sensors and weapons to perform assigned missions. In light of technological advances,
the UAV is an effective measure for the defensive side to monitor the potential threat.
Sun et al. (2016) proposed an all-in-one camera-based target detection and positioning
system for integrating into a fully autonomous fixed-wing UAV capable of on-board,
real-time target identification, and post-target identification. However, lower altitude
mini-UAV is easy to carry and deploy in the scenario of this study. Carrying the precision
sensors, the UAV can loiter in the air for the purposes of detection of the ground target.
Viirs (Romanovs, 2016) pointed out that the use of UAV has become an essential feature
of land operations. This widespread technology is now systematically used by the
militaries of almost all countries, and there has been an exponential increase in military
investments in UAV. The specifications of the thermal camera include the sensor pointed
out in Love (2017) with a resolution of 640 x 512, lens/FOV with 19 mm/32° x 26°, an
operating temperature range from —21°C to + 50°C, a frame rate of 30 Hz, and an
operational altitude of up to 3,048 m.

3 Model development

To model the hostage rescue mission for analytical purposes, we are concerned with three
aspects of the mission: the scenario, operational concept, and algorithm.

Many different hostage rescue scenarios have occurred. However, to satisfy the
analytical purpose of distinguishing the difference between the conventional and
IoT-based rescue mission approaches, we intended to design a simple scenario for a
simulation in order to identify the fundamental difference and to check if it is significant.
The scenario consists of the two sides’ interaction, i.e. the terrorist’s defense and the
police RSF’s action.

This specific scenario was designed to have the hostage held on a hilltop defended by
a set up involving three alert screens to provide the terrorists with an early warning
system which may gain them time to shift the hostage to another place if a penetration
occurs. The concept of the terrorist’s deployment is shown in Figure 1. The outer screen
(screen 1) consists of landmines extending from the main entrance and with one sensor
for detecting the penetrator. The explosion may deter the rescue squad and send back a
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loud and clear signal to the terrorists. The middle screen (screen 2) consists of manned
posts in the middle of the hill. The last screen (screen 3) comprises the security guards

who surround the building which is the terrorist’s headquarters and where the prisoner is
held hostage.

Figure 1 Depiction of scenario (see online version for colours)
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In this scenario, there are two types of RSF with different equipment: the IoT-equipped
and the not-IoT-equipped (conventional way).
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Figure 2 RSF’s penetrating operational logic (see online version for colours)
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Based on the given scenario, the concept of the RSF operation is to aim to rescue the
hostage held in the remote mountain area. A successful rescue mission is defined as the
RSF penetrating all three screens. The logic starts with the initial setup such as the
density of the landmines, the characteristics of the UAV and the terrorist security guards.
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The following step is to check the chance of penetrating each screen. For screen 1, a
landmine model would check that the rescue squad can penetrate with success; if not then
the mission is counted as a failure. Screen 2 consists of several posts at specific points
around the hill that will be checked by a manned post model for calculating the
probability of detection. Screen 3 is the last resort for having the mobile security guard
detection model to detect the penetrating rescue force. The logic flow is shown in
Figure 2.

The scenario can be regarded as a simple set of three screens which create the
probability of successful penetration for the RSF, i.e. P, i = 1, 2, 3. Screen 1 is the
landmines laid by the terrorists to kill intruders, and it has a remote sensor for detecting
intruders. A number of landmines extend from the two sides of the hill entrance, and they
are uniformly distributed. Suppose the length of the landmine is L, the distance between
two landmines is uniformly randomly distributed, the total number of landmines is N, and
the effective width of the landmine to be initiated once stepped on is EW meters, such as
in Figure 3. The effective range of the landmine in the simulation is depicted in Figure 4.

Figure 3 Concept of the laid landmine (see online version for colours)
ﬂ\f_iq_\/ﬁ

U
Landmine \/Llé(«

Intruder’s route

Figure 4 The effective explosion range for each landmine (see online version for colours)

Landmine #1 Landmine #2 Landmine #i
\ cd m
Effective . . . .
(0.2EW) Qi-1) EWH(i-)d, 2EW+(i-1)d)

Range:

QEW + d, AEW+d)

The sensor of screen 1 has the probability of detection as Py screen1, Where the detection
range is given in the simulation. Being killed by a landmine or detected by a sensor
would count as successful in screen 1, which can be expressed by (1)

)

=1, if1-[1=(G-DQREW +d)< 2iEW+(i—1)d]*(I—decmnl)
=0, otherwise

where, i is the sequence number of the laid landmine.
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Screen 2 consists of a number of posts (NP) which are manned with thermal devices
for watching the specific area which is depicted in Figure 5. The lateral range is defined
by the ‘cookie-cutter’ approach in cell probabilities (Frost et al., 2001). The concept of
using lateral range (LR) to form the sweep width of the watcher to determine the
probability of detection is shown in Figure 6. The range in between posts is denoted by
2R. The probability of detection (P4 ,0sr) as the RSF moves across the circle of the post in
the simulation can be derived as (2)

&7past = 1_2(R_LR)/R (2)
Then, the count of detection by the post is as (3)
3

=1, if P . >RAND()
=0, otherwise

Figure 5 The concept of deployment of posts in Screen 2 (see online version for colours)
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Figure 6 The lateral range and detection probability (see online version for colours)
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Figure 7 The security check concept of Screen 3 (see online version for colours)

Screen 3 is the location next to the building where the hostage is held. The deployed
secruity guards are moblised around the area. The terrorists are grouped as guards and are
randomly spread out in the assigned sector for security checking around the building. The
concept is shown in Figure 7. Assume that two groups share the circle’s security check
around the building. The parameters concerned include the width of the field to the
building (ds3), the moving speed of the guard (¥Guarq) and RSF (Vsguaa). Since, during the
night, the thermal equipment is used, the guard has a line of sight (LOS) with a specific
range. From end to end, the time for the guard to compelete the length of a half circle (L)

checkis T

complete L =

. Under the LOS condition, the guard patrol on the perimeter
guard

of the circle is LOS to the building, which can save time. Assume that the range of LOS
is LLOS, which is 1/n L, then the patrol range is L(1 — 2/n). Then, the time to complete
the patrol is shown in (4)

L(l—zj
_\N nJ 4)

guard

complete L =

The RSF has to pass the field without being detected. In the simulation, the time starts to
move across the field at time 0, and the time for crossing over the field is Ttro5 o. If the
distance between these two groups is greater than e L;ps, then there would be no
detection. Hence, randomised two points for both RSF and guard as (Rnd_locationgsr,
Rnd locationg.qq) represents both the location at the moment when RSF starts to cross,
where Rnd_locationguara is no less than LLOS. The detection can be expressed as (5)

—Rnd _location g,

{: 1, if L, 2 Rnd _location,,, )

=0, otherwise
For the IoT-based RSF, due to the sensor network and unmanned systems being applied,

much more data about the local situation, including detection of the hidden screens, can
be acquired. After processing, those data become useful information, including the
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terrorist deployment and the detailed location of the landmines and posts. The decision
support system (DSS) can then calculate the predicted penetration points and time needed
to avoid detection by the deployed terrorists.

The UAV carrying GPR has been used in the detection of landmines. However, since
there are no publications specifying the range of detection probability (Pd) in this
situation, we assume that an error exists due to the possible missed detection. The error
rate will be generated randomly within a given range. Mini drones are used to fly over the
planned route to search for potential terrorists using the sensors on board, such as
cameras and thermal sensors, which can provide a certain probability of detection of the
object on land both during the day and at night. With mini drones in reconnaissance, the
chance of the crossing RSF being spotted by the manned post is reduced due to the fact
that the penetration route between the two posts is in a narrow range around the estimated
least chance of the detected point. We express the route of penetration by normal random
variable, i.e. N ~ (Uscreen2, Oscreen2). The generated random number, which is a range x, if
(x + LR = R) then RSF is detected. The range of x is changed when the sensor’s error is
taken into account. The last screen is with the guard patrolling around the building in
which the hostage is held. The sensor on the mini drones, like a type of bug or little bird,
can send the data about the terrorist guards, such as their location, patrol behaviour, and
the number, back to the RSF. With the process in real time, RSF can identify the best
timing to cross the field with minimum risk. The unpredictable uncertainty, i.e. a mistake
made by the RSF, a sensor error or a sudden turnaround of the guard, is of concern in this
crossing. It is described as a Uniform random variable such as U ~ (0, UB), where UB is
the upper bound of detection probability of the guard. The UB varies according to the
integrated concern of the unpredictable uncertainty.

Algorithm of the simulation of RSF action
Begin
Initialise the setup of parameters and scenario.
Countl: conventional force
Count2: IoT-based force
For n=1 to simulation runs
Conventional RSF
‘Enter screen 1
If 1 — [1 — Ratio_Mine_over _field] = (1 — Pscreen1) > Rnd
then
Countl_screenl = Countl_screenl+1
Else
‘Enter screen 2
Calculate Py post and generate Uniform random number (Rnd)
If Pa post > Rnd then
Countl_screen2 = Countl_screen2+1
Else
‘Enter screen 3
If Lrana < Lios then

Countl_screen3= Countl_screen3+1
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Else
Count_RSF success_conventional = Count RSF _success_conventional + 1
End if
End if
End if
IoT-based RSF
‘Enter screen 1
Generate Uniform random number limited in (0, maximum error), RSF_error_screenl
If 1 —[1 — Ratio_Mine_over_field] = (1 — Pscreen) * (1 — RSF_error_screen) > Rnd then
count2_screenl = count2_screenl + 1
Else
‘Enter screen 2

Generate normal random number, x, representing the possible error (range) made by sensors
and human behaviour

If (Probability _succeful_detection_conventional * sensor_error 2 Rnd) then

count2_screen2 = count2_screen2 + 1

Else
‘Enter screen 3
Calculate range between guard and RSF crossing point (RangeGuard_RSF)
If RangeGuard RSF < Lios then
Count2_screen3 = Count2_screen3 +1
Else
Count RSF success _IoT = Count_ RSF success loT+1
End if
End if
End if
Nextn

4 Analysis

The main objective of the analyses is to find out if there is a significant difference
between the conventional and WoT-based RSF. In order to achieve that, we start with the
assumptions which are required for matching the scenario. Then the cases representing
the proper condition of the sensors are proposed. After running through the simulation
model, the output data are presented for further analysis.

Following the given scenario and two major alternatives, i.e. the conventional and
IoT-based RSF, some assumptions need to be made. In action, with extraordinary caution
but without remote sensors, the conventional RSF would rely on their experience and
instinct when trying to climb the hill to complete the mission. Taking advantage of IoT
technology, before action, the IoT-based RSF is trained to wait until the collected data
from the remote sensors are processed by the DSS in order to have the highest possible
understanding of the terrorists’ defensive setup and the suggestion of an accurate route. In
light of the unknown performance of the sensors used by RSF which may cause errors,
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and for the purpose of finding if there is a significant difference among the various
sensors, the parametric study is used in the study. The required assumptions are as
follows:

e number of landmines: 30

e cffective width to trigger the landmine (m): 0.2

e effective detection range of sensor in screen 1 (m): 50

e length of landmine field (m): 200

e the average lateral range of the manned post (m): 135

e range between the posts (m): 300

e responsible range of guard in screen 3: 50

e length of line of sight of terrorist guard (m): 20

e the possible error rate of the IoT sensors: 0.15, 0.3, 0.45, 0.6, 0.75
e landmine detection probability by RSF’s UGS: 0.8

e IR sensor carried by UAV: lens/FOV with 19 mm/32° x 26°, operating temperature
range from —21°C to + 50°C, a frame rate of 30 Hz, and operational altitude up to
3,048 m

e the definition of a successful task for the RSF is that they are undetected when
crossing all three screens.

The error the sensor made can affect the task effectiveness. Therefore, this error is
concerned in the study. The cases we are concerned with are the conventional and
WoT-based RSF with UAV and UGS carrying sensors such as cameras and thermal
sensors. The conventional RSF is case 1. The IoT-based RSF is classified into five cases
based on the performance of the sensors, e.g. when the sensor’s possible error is 0.15,
0.3, 0.45, 0.6, and 0.75. From the simulation of all cases, the results allow us to examine
if there is a significant difference between the conventional and the WoT-based RSF.

The simulation results of all cases with each screen’s detection or kill for failing the
RSF in the conventional version and WoT based is in Table 1.

Table 1 The failure probability of RSF in crossing the screens setup by the terrorists

WoT based
Conventional —
15% 30% 45% 60% 75%
Screenl 0.294 0.043 0.100 0.130 0.174 0.199
Screen2 0.629 0.111 0.215 0.335 0.436 0.514
Screen3 0.961 0.058 0.369 0.404 0.641 0.660

The successful probability of the RSF for finally penetrating all three screens is shown in
Figure 8.

From the simulation results, it is obvious that the difference between the conventional
and WoT-based versions is large. Even so, the question is how significant the difference
is. Statistical tests on the simulation data were therefore performed.
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Figure 8 The successful probability of the RSF in crossing all three screens (see online version
for colours)
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The ¢ test shows that the p-values are 0.0492, 0.0368, 0.0497, 0.0342, and 0.0607 for the
cases of 0.15, 0.3, 0.45, 0.6, and 0.75 vs. the conventional case, respectively. These
p-values indicate that significant differences did exist in the cases of 0.15, 0.3, 0.45, and
0.6, but not 0.75. With one-way ANOVA to examine the different bias of sensors used by
the WoT-based RSF, the result shows a p-value of 0.119, which is greater than 0.05,
meaning the significance of those possible biases can be ignored as the task proceeds.

5 Conclusions

IoT is becoming increasingly popular in many areas; however, when the WoT is applied
to integrating the IoT and sensors/objects, its effectiveness is clear. Police anti-crime
work has always been the key to the safety and stability of society. Hence, the
performance of the police in executing their tasks would be crucial with the consideration
of time taken, risk of life and cost. One of the police tasks is to rescue hostages abducted
by criminals, which has always been a tough problem for the government based on the
historical records. The current police authority, for most of the countries, still lacks
forward-looking strategies for modernising the current force, but they can take advantage
of the advanced information technology. This paper provides a concept of WoT-based
RSF as an alternative to the current approach taken by the police force in hostage rescue
situations. Monte Carlo simulation and models were developed to analyze the
effectiveness of these two alternatives. The results show that there was a significant
difference between the two. The WoT-based RSF can provide more information about
the situation to the command post than the current strategies, thus allowing the battlefield
to be more transparent.
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The greatest contribution of this paper is that it provides insights into how the hostage
rescue task can be addressed using alternative strategies, and focuses on the effectiveness
of taking advantage of advanced information technology. This information shows the
significant effects that can support the decision-makers as a way of improving police
performance when carrying out hostage rescue tasks.

A limitation of this study is that we focused on a very specific spectrum of police
work; hence, it would be inappropriate to misuse this information for other police work.
Therefore, the information is only suitable for this spectrum.

Our future work will be the study of more scenarios for obtaining further information
to improve the concept of WoT-based RSF from various perspectives.
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