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: The fast development of e-Commerce is obvious to see.

However, this also attract the attention of fraudsters who
are trying to defraud in various trade platforms. Because
e-Commerce has good privacy protection and convenient user
interface, the number of fraudster has increased fast in
the past few years. If the situation is not considered
seriously, it would affect the long term development of e-
Commerce. Though a lot of fraud detection methods have been
proposed, however, there are still many challenges
remained. To this end, the project focused on developing
more effective method to deal with fraud detection problem
in e-Commerce. Particularly, we use information fusion and
model fusion to promote the accuracy and stability of
detection. For information fusion, this work developed a
dynamic data fusion method. At first, the training set 1is
divided into several clusters. Then, according the
characteristics of account under test, the most proper
clusters are chosen to build the detection model. The
effectiveness of detection would increase by such a fine-
grained data fusion. For model fusion, this research first
construct several kinds of prediction models, then
gathering them by linear regression to build a more stable
fusion model. Considering the delay effect of gathering
data, delay models are also included in the fusion process.
The experimental results show that, in different
experimental setting, the dynamic data fusion method could
obtain better detection result. When predicting the
numerical data by model fusion, the correlation will be up
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to 0.910 in the case of the training set considered only.
[f the test set is used the input, then the correlation is
0.844 that 1s still acceptable. In addition, in comparison
with the results of applying single models, our method did
provide more stable prediction results.

Model Fusion, Information Fusion, Fraud Detection,
Electronic Commerce
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Constructing effective e-commerce fraud detection

framework based on information fusion and model fusion

Abstract

The fast development of e-Commerce is obvious to see. However, this also attract
the attention of fraudsters who are trying to defraud in various trade platforms. Because
e-Commerce has good privacy protection and convenient user interface, the number of
fraudster has increased fast in the past few years. If the situation is not considered
seriously, it would affect the long term development of e-Commerce. Though a lot of
fraud detection methods have been proposed, however, there are still many challenges
remained. To this end, the project focused on developing more effective method to deal
with fraud detection problem in e-Commerce. Particularly, we use information fusion
and model fusion to promote the accuracy and stability of detection. For information
fusion, this work developed a dynamic data fusion method. At first, the training set is
divided into several clusters. Then, according the characteristics of account under test,
the most proper clusters are chosen to build the detection model. The effectiveness of
detection would increase by such a fine-grained data fusion. For model fusion, this
research first construct several kinds of prediction models, then gathering them by
linear regression to build a more stable fusion model. Considering the delay effect of
gathering data, delay models are also included in the fusion process. The experimental
results show that, in different experimental setting, the dynamic data fusion method
could obtain better detection result. When predicting the numerical data by model
fusion, the correlation will be up to 0.910 in the case of the training set considered only.
If the test set is used the input, then the correlation is 0.844 that is still acceptable. In
addition, in comparison with the results of applying single models, our method did

provide more stable prediction results.

Keywords: Model Fusion, Information Fusion, Fraud Detection, Electronic

Commerce
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A EER
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1 procedure FraudDetectionWithDynamicModel

2 | input Train_F: &% ;Y%'ﬁ (Fraud)z. 2" 3 &

3 Train_NF: &7 & ¥ 5 (Non-Fraud)z 2"

4 TestSet: Fp|tEEL & &

5 E 2RI B Y RS

6 output Metric: #% 75 ¥ TestSet 2. 1 Bl & %

7 //CF 2 CNF 25 - & & » 75 Train_F & Train NF chs # % %
8 CF = Clustering(Train_F);

9 CNF= Clustering(Train_NF) ;

10 for each account aut in TestSet do

11 /lef & CF ¥ & A& aut b i 7 o2 23

12 cf = BestFitCluster(CF, aut)

13 /lenf 5 CNF ¢ & & %7 22 aut 5 7 fle 2 & ¥

14 cnf = BestFit(CNF, aut) ;

15 [/ rrcf B enf 2 BERZPRTH > JIr BV FEZLE2 GRHEIM
16 M = buildDetectionModel(cf L cnf, L) ;

17 result = classify(M, aut)

18 add result to Metric
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19 endfor
20 | end procedure
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3.1 & it B F TIEHIRR] > 5 R ELA G Fraud 22 Non-Fraud -
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FHRRESHAN ST ARTR A L EEIRAEE DEFALL
LHFeipplrcdk o G0 AP LR Y UT 27 B KRR R KB FIERL
(1) % & e pair3 Tweeter + 2_ % 3 (Tweets): i i =¥ v Twitter Streaming API »

FI* RN EE P TR R F Y (e 35 47) 0 REF p Tweets 53 3
FELEGTVRENY2THL o

Date:Sat Jun 11 13:08:16 CST 2816
»2 Andrew Atterwill )
: Latest data Wind B8.Bmph E Press 1811.6mb Steady Temp 12.3 C Rain today 8

-Bmm Humidity 89% Fine. possihle showers
Country: United Kingdom
Language = en
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week; 5 ¥ j ¥ 2 FH & h(g) 5 Mg b L_week HEPALR 0 V) 5 SR
BliEz FmE(E %)
(2) i P w ik B = FEPIHCA]

FIRRIPFREEL % ¢ F2 e kv REE b d THEY BD week, s,
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w73’ %ﬁ@) FONE)F R L 6] 120 FBIEET R EPIF 4 8§
L 1 3 kmeansﬁﬁév HPF ok kiEX iS5 #* x-means fF 0 &

H mrﬁ K‘V% 10 0 345 FpItE L2 B FH e pFip R 2 PREERTHE 2
FE Tk (best-fit)iE (7 7 feif B (H A4S 45 second-fit 22 worst-fit) » ¥ #7F #cdy
25010 T F R TEHESRGUEBERVREZRRRE) BV RPRREEIRE
1¢ﬁﬁwﬁ’ﬁ?ﬁ§?ﬁ%$éﬁo

AR EREARY o FVRE S S ERIRI R @AM E A E o EE
RB L BE L o R g%ﬂ 21 gi;a-_@)"; /S %;i(?ﬁ” B R Y SGE AR T R
w3t 0 ig =2 Over-fitting o FJpt 2877 B 5 2 B 21 RIS P& * 1R KPR
Frob) 73 ek 2o 3 MITHFE)E T ¥ F(NF) TR L0t &) 12 gk 2 o R
iz Pt Chang&Chang(2009) &r= 7 ¢ #7i * 2 L 5] o

ERFPEFHRR AR BT “”F,ﬁﬁvlﬁ‘/? 2. Bl Sk 4-

1#rg o B e g% Ixl AHE LR BRE - E%@#NHE& E
Ax]l 2o E Ak iE i% F£ 5 (Accuracy) = 0.806 » &>+ 1x1 ¥ - 4~ #p 42 0.738 >
T AP RN 23 o & 43 Pl E @ * x-means A F 2 W PE%

ﬁﬁq{%O@o@ﬁé¥xmwmﬁﬁéﬁ’?ﬁgﬁi%M1{@»ﬁ£%
PRIFIFEZFRBFTRAFE -

BT RYHREFEDELAIR SO M RL R TR S DR
SR FRESIHE T FRER Y x-means WG A FH T E o F’ £ A 428
TR AEBFEBLEFTREEZ GRS "0 BRFL"2Z I L T3E5] 2
PR R MAGE TR RIRE L2 AL RS RET 0 # Y 3 BRE
AEFFHE RIS FET - BFEFLEFRL RFTRIFTHEHFP L REARAF
B BRI ERFARZ o

R EREARY 0 FVRE G A BB G AT RE TR AN R
F5 3B R P BRI T 2 PR o A 43 PIER Y A RV R SR
WHE B BRI E > AT TrainTest=9:1 £ 7 S 3% o 7 A TR LA
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2 WP EFES > WorstFit B £ > P 25 & F s A EPF2 13450 M A 4 Rt

# 4110 " kmeans X EA FF A FFHFLER R LI GRS S

AR =3 d Recall Precision F-Measure Accuracy
|CF[x|CNF]|
1X1 0.786 0.837 0.810 0.738
1X2 0.774 0.801 0.788 0.710
1X3 0.775 0.811 0.793 0.716
1X4 0.770 0.793 0.781 0.703
1X5 0.767 0.755 0.761 0.682
2X1 0.763 0.859 0.808 0.727
2X2 0.772 0.832 0.801 0.723
2X3 0.761 0.803 0.781 0.699
2X4 0.762 0.790 0.776 0.694
2X5 0.759 0.773 0.766 0.684
3X1 0.770 0.882 0.822 0.744
3X2 0.770 0.831 0.799 0.721
3X3 0.771 0.801 0.786 0.708
3X4 0.756 0.796 0.776 0.692
3X5 0.756 0.773 0.765 0.681
4X1 0.754 0.862 0.719 0.804
4X2 0.764 0.848 0.804 0.723
4X3 0.760 0.811 0.785 0.702
4X4 0.765 0.787 0.776 0.695
4X5 0.756 0.758 0.757 0.674
5X1 0.744 0.863 0.799 0.709
5X2 0.758 0.841 0.797 0.713
5X3 0.763 0.815 0.788 0.707
5X4 0.745 0.789 0.766 0.677
5X5 0.740 0.799 0.768 0.677

£42 0 xmeans AHABR UL FFHELA A FBFHRELL G RES

X-Means Recall Precision F-Measure Accuracy
3L 0.778 0.776 0.777 0.703
4 BHEREA 0.760 0.790 0.775 0.692
S5 BREL 0.774 0.782 0.778 0.703
6 R L 0.764 0.781 0.772 0.693
7R AREL 0.773 0.739 0.756 0.681
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% 4-3 @ x-means A #71 BF 2 %—"ﬁ%%}\ﬂﬁ;?ié@ DVUR) IR B L )2 (F P S &

¢ * X-Means 4 ¥ Recall Precision F-Measure Accuracy
Train : Test=7: 3 0.760 0.790 0.775 0.692
Train : Test=8 : 2 0.779 0.740 0.759 0.684
Train - Test=9 : 1 0.814 0.777 0.795 0.733
% 4-4 © x-means ~» H* HF R FTALEY FRIRELR Y 2 TR B %
it * X-Means 4 #* Recall Precmon F-Measure Accuracy
Best Fit 0.760 0.790 0.775 0.692
Second Fit 0.732 0.807 0.768 0.673
Worst Fit 0.698 0.531 0.603 0.532

AR Bk T AR R RREERRI D 2 0 R R BRIR B
B fiid 2 F ke RIEED) > AR B et BRI AE S A o B = 0 s B
CFRLIL ] 0 7R EE At e e Ltk 0 R AR EE S N T BB

42 FRAREEFHLRE FHE T TR 2N

4 BiE X:‘%ﬁﬁbﬁaﬁ_‘w]ﬁﬂbxgﬁ 5%7/\ FER > o REp #F"é Frb(iri
4§ > Yahoo dp § )32 3 £ 2L 3EHHE o FIS EEETEAR &K 0 S0 A
ST AR R TR LT B LIS R AR S
F2 W e

FEFEFHRAPEY BRF R awlft,)j‘ ’Q‘-'”'?ﬂvﬁ“"ﬁi’_ri“ﬁwk?
= (Public Health England)# % /i g & B #cdp i 5 7 L pe & d Twitter &
Google M4z F #AEMF T 2 T B FHA R EFRI o d 20 F 2 Fhp Ak 5
AA O Fp AT R Twitter + F p g & B & ’3{%3?@#?@11 T b
HFFMEE- E W E A ;EI: 3 80 itm Tweets 22 F = i3t #icdy
(2015/8/13-2017/3/15) - Google M4t F £ R FEHF A > AT HE* g ¥ i NI
s AR R RS B4R (B i’%“f”ﬁ‘“F‘}? VRS EEE R & RO ROR
Frepvl) 2 e ML METF L AR TR IEFAR R4S LR THE
B PURTOR B 32 SRS ¢ A L TERIAT R o d WY T Ao TR
ERFHEEZAM GEBE 00 RN 22 e B lE L
oAl ehdE B o Fe ¥ pnde 2 FRRI AT e
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BARUB-E (Training Set Only)

35 — — -
— EEE ----- TR TEHI
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/ﬁ 25 ,‘\
20 XA A
i o N/AGEY A
__.\‘_:4\ v A )
; 10 "‘ / "' \ ‘\ /IV' \i
3= N/‘J’\\/'\ T
) —' \ 2
5 ”‘d/" - ‘\."\\~ e W
0 TT T T T T T T rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnr
5 8 11 14 17 20 23 26 29 32 35 38 41 44 47 50 53 56 59 62 65 68 71 74 77 80
HE HEFR{%8L : 0.910

B 4-5: #-3] f & (Using Training Set)

Bl4-6 5387 5 52 (v 52 UF AL @ % 52 % 82 ik va s mlida T2
Bl BRE AN GETTE 0844 B AFTRD S F2 4 ko F
BLEG AR > VERARIRE RIERLE P EBR R0 T2, 73, T8 F X)) &
B LA e RS 0 LT - T E R T -

PR RS (BT — R RHEE » TSR

5 20 — BB ----- FRAITEH -
EEE 15 A / \\)/,\
it VAN

o 10 '
ﬁ - = \
R S

0 T T T T T T T T T T T T T T T T T T T T T T T T T T T T

535455565758596061626364656667686970717273747576777879808182
HE HERR{485 : 0.844

Bl 4-6: HAIFEE (70— EFER] S E)
20455 A0 H - B2 BRI E > PR Y S FELVRTH R ¥ 52
I 82 FRAGREEFLFTHLIREE o A7 Fawo RV @E YL H -
Al F( R v 53-82 ) > H iy W3 Google_lag2 #03) o ApdR 2 T o BRI g &
ZAEREE L E TR s Faidlg s 2 BE -
53-8218 £ IE AU AH R B ELEL

Twitter  Twitter Li: Twitter Li Google  Google L:Google Litrainset  test
THER(RE  0.804 0.693 0.774 0.798 0.705 0.944 0.918 0.844

# 4-5: % 53-82 1 & HA4p M TRl
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