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A study of applying untraceable RFID for inpatient

medication safety

Abstract

In Taiwan, medication errors which account for the major medical negligence incidentin
2010 would seriously endanger people's health care safety. There are many factors that induce
the medication errors, such as the similar names among the drugs, the negligent
dispensation of drugs,adverse drug problems,and so forth.How to apply information
technology to improve medical malpractice has become an important research topic.To bulid
RFID technology into the overall health behavior in order to reduce the occurrence
of drug blunders or negligence of the dispensing staff has become a very important option for
the medical malpractice. Examples are, drugs and patientshave their own RFID labels,
nurse medical practices is certified by smart-card,and safe medical behavior is ensured
and responded.

In this paper, based on RFID’s identification of patients' identity and associated drugs, we
further establish a two-way authentication mechanism and untraceable messages among the
RFID tags,and thus,withstand malicious attacks. The dispensing process is undeniable and
the responsibility is therefore established. All this can protect patients' rights and improve

the environment and quality of the patient's medical.
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