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Abstract

In the secret key or called symmetric
key cryptographic systems, private
relationship binding between any two parties
is achieved via holding the knowledge of a
shared common secret information, i.e., the
key, under a related cryptographic
construction. The symmetric key systems
have the main advantages of easy
implementation and good performance, while
suffer from the intrinsic disadvantages of
inconvenient key distribution and key
management. The above two requirements
can be achieved more easily using the
counter technology named the public key
cryptography subject to that a trustworthy
public key certification service can be
accessed easily. X.509, the directory
authentication framework, is one of the most
popular public key certification protocols
using public key digital signature scheme as
the fundamental.

Conventionally, in the symmetric key



systems, each time to achieve the common
key sharing or the key renewing owing to
possible disclosure of the present shared key
or after a long time of using the present
shared key requires both the parties to
negotiate the new common key through a
secure channel of any form or to meet each
other face to face. Both the above two
approaches make the key distribution
problem be inflexible or even be impossible
because there is no more shared common
secret information between the two parties to
form a secure channel.

Basically, the following three
approaches can be used to negotiate a new
common secret key between both parties A
and B: (1) face-to-face physical
authentication and key exchange; (2) key
exchange via the help of a trustworthy carrier
or server; (3) on-line key renewal process
initiated by one party, say A. It is obvious
that the first approach is the most secure but
the least convenient design. On the contrary,
the third approach (when not under well
developed protection) is the least secure but
the most convenient way. In this research, a
new model called the authenticated on-line
key renewal process is proposed and studied
which is not only convenient but also secure.
Protocols developed under this model can be
used to overcome the difficulty of common
key re-distribution problem in the symmetric
key systems. Finally, practical applications
of the proposed model on two famous
systems, the Kerberos authentication system
and the S/KEY one-time password system,
are introduced in this project.

The topic is not only new but also
practical. In this project, we also considered
some related problem about key renewing.

Keywords: Network security, Information
security, Cryptography, Key renewing,
On-line protocol, Identification,
One-time password.

—~4%dhEBEY

o TR RIBRZ AR EREBT
BITERE GRS FTRATER
BN E—EHR LTREME
BINAGLHHRE TN - LEBKIE
e R BAC BB Z B » ol TR %
P 3% (client) 9T & i& 2 & BRFS45) AR 35
(server) BB LS RAEER
# mMAENREBEZPETETHR
FERBEHERRAHEEZA - AR Lk
BoZBEY  BFAFHZ ALK
BREPBMBRCIRERGE —£E2H
FELH -

RERATHREDRE 2RFTELR
REAMBELRRESZH R LF 248
RS E G E N6 &M ERE
RoBPERBRSNLB LEMEEL A
R RIS YN ER L AR
AMENHE BEAMBHRG—K -
Bt RAIVLERBEAER R H(SE 4
HZERHEERE  RITXESEHNS
BAEGHAL -  TLRK/OLEFTERBEZ
B HAVLA R IRE SR AERIE R
DM BRI A EH -

ARG EHRARZE G E 4o AT
BERE AHHL—MBLEAERTA
Bz radE— S BEAARTLHENR
MHEBRAGERBEARZIBATE -

= EREw

BREmE  SRKEMOTE—KT
FRATI=MEH -
(DR BAERMN — HEAELIAREA
BARBMTH ML AKX
B HERRAT R — ML - o
RRELBIBROHERT » EFEFH
WEMERREN LG ZERBE—
B3R T X
QFwhRrd — Hodmedhi
RAEFGHE > R LMEMNGA
g o 2R 0 BAVRBIRIER » M9 &R
EREARBMART > REMMAEKR



REDNEH > LA BETHRELTHR
HES AR -

CHRLEMN — AR LERFHIHL
B AERRABAHGEML  BREAS
AELBBLH—FFK > 2HE2 R
FR2—HECk - BALE LB
HFEHT BREARTRMIIL LS5
ER3E o 5| koUnix/E ¥ 4 SoArieit 2
passwdis 2 Bp R 244 £ TR L 248
BH OREAGRENGFRES -

FRL RIS BEMIARLERR
rn A —MBEZHRR IR BFEANH
XK THBR2ZXF&LA R - Hauser,
Janson, & Tsudik = A# 1996 #$Fréf & 2
EEBIEHRREMZEAE REA
SRBRER—TIERZLE=ZE5(w
Kerberos % 44t X[4]) £ B RE AN E R
M5 F o Yen & Liu[1,2] &5 1996 4%
B —RABEANKRLELK[ENZH
#yo R RS H S EFR B
NRELK M TERAEZARE -

LA BRBAGZ R ER B 0E
% (encryptor)fs]4o DES [9])  :E #f ¥ b & F
BEMETRXMBERFTE AAZTLEREE
S ERATRERLESZASENR - B TH
B H B —RETHANMEMERRESD
AABITRESBEMNZER NERKE
VBT MERZERLL B2
Mo ARG EABRHZALBRAES
Z— o

Wu & Sung — A& %7 1996 £ &
— BN TERLEREBLASK
[5] ' REFXABANBRABRZ A
% ¥ » 15] %o $842L Lamport[6] 52 S/Key[7]
Z ¥ R % %% % #.(one-time password) ° 7]
BolbhSIHEEARE BARDNS
A REE RN F A RHAE -

W AT E ELREMZARLLE

REBA—MB2AREAR REEEH
¥4 [F) 448 % 72 (key management) — 4% R

Tkero o BR—MmAZBRATH  WERE
BmAEAHGZERTY > ERAFFEYEEEN

(L LVETRE S LPY TETY §
RN IRE R MAKELR LS
58 B WU A AL RABAZH B -

BN EEFANSTERFTCR
THREREZAEIIEN > AN EHR
ITRBRFHHEEFREETZIES K
HEWHARATFTZIHAREEM -

(—) = B —A&M T @A NMEME R
REAGETRIELBENERZ A
S B ERENBEF LR E
B MM > Mm{EH A 4o one-way hash
BB RENDHBBZREWE - K
PR ERBESK LK EHBE B
Nt IR PSS X &L e
AL — R BRARARABEAEREE
BHE)XEH A—RALKATERARN
BM A B EEY AT o
oA X2 24 A LEREEL-

(=) ARERA LERAVXRELKE
¥ £ B R % #%(one-time password)
R& o WA KTREAZRLEYE
BEMTMPAIRBER EMAFHUBE
REF MR RATHR FHRE -

() $t# 8 ™ B2 % 2 Schnorr B 3 1
& 4T B A Schnorr BR3EH) £ 2 3%
R K » 1% % & Two-step Schnorr
BREMEZHAR - BAT— R RE
two-step Schnorr &3 1% & #& % iE 2| R
22 FRERRAR T HRIEAL
# Schnorr % 4.2 & 2 two-step B3 i)
A4 o M ¥R % 24 Schnorr
# %, three-step mutual authentication
WA EME > BRI AARA
Schnorr &35 i % A 324 2 7T B 3E
P o B R BGTRI AR RB IR
ERGE RS W
BEMiHE -

(W) St AR FEREMAMZ A

B

4.1 4t¥ Yen-Liu 2 XA ELLRFH
Ao LM E[1,2] 54

4.2 &% Wu-Sung 2 7T % # Bk E 4514



Z[5S]iTAaMiodr B E AR 2K
REAFRSE LEHFRARTIHZE
%k RTREZ BBk o

ARG

BEBRUL HEFEHGEE R HR
Bt TUEEE L AAETEET
#HBRARME -

BHmE AR ELERIES
HENE > RYMERBRE T @HYRRH
ERE AARRIAZCERBE S
g — o BE AN LA W R0
®H FIRLTF o

[1] SM. Yen, RL. Oyan, and Y.Y. Lee,
"Improved Private Information Download
Protocol," Proc. of the 2000 International
Computer Symposium, Workshop on
Cryptography and Information Security,
December 6-8 2000 (to appear).

[2] SM. Yen ad MT. Liy,
"Cryptographically Strong On-Line Key
Renewal Protocol,” Proc. of the O9th
National Conference on Information
Security, May 1999.

(3] Sung-Ming Yen and Ray-Lin Oyan,
Remarks on the SRP Password-based
Key Exchange Protocol. LCIS Tech.
Report TR-99-12, National Central
University, October 1999.

[4] Sung-Ming Yen and Meng-Tzung Liu,
Communication Optimized Variations of
Schnorr Authentication Protocol (under
developed). LCIS Tech. Report TR-99-9,
National Central University, September
1999.

[5] Ba&4e, “LRAMERIKRLLBFEMN
24, LA RFAERETERBEA
¥ H(F &P ).

EAE S P4

[1]1 S.M. Yen and M.T. Liu,
"Cryptographically strong on-line key
renewal protocol”, Technical Research
Report, 1996.

[2] M.T. Liu, "A study on weak key
protectable authenticated key exchange
protocols", MS thesis, Da-Yeh University,
Dept. of Electrical Eng., 1996.

[3] R. Hauser, P. Janson, and G. Tsudik,
"Robust and secure password and key
change method", Journal of Computer
Security, Vol.4, No.1, pp.97-111, 1996.

[4] J.G. Steiner, B.C. Neuman, and J.I.
Schiller, "Kerberos: An authentication
service for open network systems”,
Usenix Conference Proceedings, Dallas,
Texas, pp.191-202, February 1988.

[5] T.C. Wu and H.S. Sung, "Authenticating
passwords over an insecure channel”,
Computers & Security, Vol.15, No.5,
pp-431-439, 1996.

[6] L. Lamport, "Password authentication
with insecure communication", Commun.
of ACM, Vol.24, No.11, pp.770-772,
1981.

[7] N.M. Haller, "The S/KEY one-time
password system", Proceedings of the
ISOC Symposium on Network and
Distributed System Security, San Diego,
CA, Feb. 1994.

[8] C.P. Schnorr, "Efficient signature
generation for smart cards", Journal of
Cryptology, Vol.4, No.3, pp.161-174,
1991.

[9] NBS FIPS PUB 46, "Data Encryption
Standard", National Bureau of Standard,
U.S. Department of Commerce, Jan.
1977.

[10] R. Rivest, "The MD5 message digest
algorithm", RFC 1321, Apr. 1992.

[11] FIPS 180-1, "Secure Hash Standard",
NIST, US Department of Commerce,
Washington D.C., April 1995.



