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Abstract

The development and application of the
wireless networks is one of the most popular
research topics in today’s technological
fields. Among the various applications of
wireless networks, the sensor network has
been drawing increasing research attention
due to its wide scope of usage. This research
aims to enhance the communication security
of a wireless sensor network by developing
new and complete key distribution and node
revocation schemes.

Observing that key distribution, a basic
security service, is the core design for
various security services like encryption and
authentication, we first present a Scalable
Grouping (SG) random key predistribution
scheme. The scheme divides all nodes into
several groups and uses the one-way function
to generate group-to-group pairwise keys so
as to increase the connectivity of each key
and enlarge the maximum supportable
network size. Experimental results show that
the SG scheme is able to yield more
enhanced resilience against node capture in
large-scale  networks, generate  higher

scalability than existing random key schemes,

and limit global payoff from local
compromised nodes. The SG scheme is
indeed an advanced development of our
previous investigation.

A distributed node revocation scheme,
on the other hand, is effective in reducing the
damages a compromised node may cause to a
sensor network, but its operation tends to
consume large-scale memory space of the
hardware-constrained sensor nodes. To
reduce such complexity, we thus propose a
new distributed voting revocation scheme
based on the one-way hash chain, the
certificate revocation list and the public-key
cryptography. Performance evaluation shows
that our new scheme outperforms related
schemes in enhancing network security at
reasonable calculation cost.

Keywords: Wireless sensor  networks,
network security, key distribution, node
revocation, communication security

mechanisms, cost and  performance
evaluation.
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