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Abstract

This project proposes a lossy
compression tolerant steganography.
Steganography hides the confidential data
secrefly.  The wunauthorized people are
difficult to detect hidden data. It provides a
secure channel to transmit confidential
information.  Nowadays, it is a very
mmportant  technique when we are

progressively going to computer network age.
There are many researchers purposed
steganographies, but most of their techniques
cannot tolerate the destruction of lossy
compression. In this project, we propose a
novel steganography based on the contrastive

relation of the grayscale value of neighboring
pixels. It is difficult for the human visual
system to detect the difference between
original image and one that embedded
information based on our steganography.
Besides, the embedded data can be extracted
correctly from the decompressed stego-image.
By our technique, the steog-image can be
compressed by the lossy JPEG compression
process before transmitting or storing it.
This feature will speed up the transmission of
the stego-image..

Keywards: Cryptography, Information
hiding, Information security,
Steganography
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With the fast development of Internet
technologies, the information and digital age
1s coming. It is the trend toward each
behavior and people must use computer and
Internet tools to reduce manpower and raise
work efficiency. Moreover, for national
defense force, we will be faced with the
digital war. The fact that cannot be denied
is that all of the information and management,
arms system, rear supply system and
modernized arms are exchanged with digital
mold and transported by the network system.
“How to transmit the secret information over
the network?” is an important problem. We
must prevent peeping, copying and altering
the data from conspirators. Of course, using
cryptography to encrypt and transmit these
data is a good method. However, the cipher
texts generated the cryptosystem are
meaningless random codes. Transmitting
meaningless random codes directly is to tell




other people. that there are very important
messages in it and remind conspirators to cut,
hack or break . these confused codes.
Therefore, the pure encryption technology
cannot sclve the problem of transmitting
secret data completely. ~ Even if transmitting
-encrypted  secret data, we hope the
unauthorized people will think it is a
meaningful and its means are independent of
the confidential data.  Only authorized
receivers can extract real secret messages
from this meaningful data. This technology is
so called steganography.

Steganography hides the transmitted
data in a meaningful but not related text or
image. Those unauthorized receivers are
unable to detect the hidden data while
transmitting. Thus, we can avoid attackers
painstakingly to break and to intercept. In
steganography, we randomly select one
image {named cover image [i]) and embed
data imto it. This cover image which
- embedded with secrete data is named
stego-tmage [i]. The human visual system

L looks this stego-image similar to cover

images. It is difficult to detect the
difference between the stego-image and the
cover-image by the human visual system.
For a conspirator, although the stego-image

“has important data, he cannot fine it.
Therefore, attackers cannot differentiate

~ those that has embedded with secrete data

- from many of others in the network easily.
But for an authorized recetver, he can extract
concealed data quickly. In [ENEIF], the
authors define the steganography must have
the following features:

» Imperceptibly: it is difficult to fine the
difference when data embedded in the
stego-image.

s Readily Extracted: an authorized
receiver can extract concealed data
quickly.

¢ High Capacity: embedding the data into
the image as many as possible.

o Resistance Removal: data which be

_embedded in the stego-image cannot be
moved.

In steganography, the most common

method is Vector quatization[g][g]. It uses

codebook which sender and receiver have to
process data embedded. First of all, sender
cuts the image in which he wants to embed
data and the block size is as the same as the
size of codebook block. Next, searching the
similar block and obtain its index value.
Afier that, encrypt the index value and embed
it in the cover image, then transmit it.
When receiver receives the stego-image, it
will obtain the index value and decryption.
Finally, using the index value and codebook
to restore data. This method loses data and
stego-image  cannot  resistant  lossy
compression. It is not suit to embed text.

The other steganographies use image
pixels to embed data. In [ﬁ], the authors
provide a Fixed Range Equalization method.
They divide the gray-level value into sixteen
areas: [0~15), [16~31), ..., [240~255).
Depending on index value, their method
determines a suitable area of the embedded
data and selects one value to replace the
embedded data. The selected value cannot
repeat. For instance, data value is 25, select
one point in area 16 to 31 and exchange its
value. The other common steganographies
are LSB[BI[f]. It embeds the data in lower
bit that can reduce the influence on image
after embedded data. This method is the
simplest and most directly one. Moreover,
it has biggest embedded capacity. However,
the previous methods cannot tolerate lossy
compression, for example JPEG. In this
project, we propose a novel steganography,
The stego-image based on our method can
satisfy the previous features.  Besides,
although stego-image is processed by lossy
compression, the embedded data still can be
extract correctly from the decompressed
stego-image.

Z-ERARH
This section will introduce our

steganography based on the contrastive
relation of gray-level values of the neighbor
pixels. In steganography, there are two
important data, one is the embedded data and
the other is cover image. In accordance
with each embed data bit, we select one




‘correspond pixel-in the cover image. We
use the contrastive relation of gray-level
values of the selected pixel and its top,
bottorn, left and right neighbor pixels to keep
this embedded data. Some of the
contrastive relations of gray-level values do
not destroy after lossy compression and
decompression process. We can extract
them correctly based on the contrastive
relations. Without loss of the generality,
this project assumes the cover image C is an
mxn gray-level image and the gray-level is
256. The data D, which is embedded in C,
we assume 1t is a g bits stream. We use
below expressions to express image C, data
D and each pixel separately.
C={e;10=i<m, 0 = j<n,c; €]0,255)
D={d,|0 = i<g,d,€[0,1]},

We introduce our method in the

following two phases:

[Embedded data Phase]
Step-El:Randomly select one number S,
Step-E2:Generate g different numbers named
- A=+Hwa, a, .., a, } based on the
seed S. Each value q; ranges
between | and mxn. For any two
different integer numbers ¢, anda; in
A, their top, bottom, left and right
neighbor pixels should be different.
Step-E3:Decide a  threshold value &
According to the value of each d, bit,
we alter some pixels in C as the

following  steps. C' is the
stego-image embedded the data D in
C

Step-E3-1:Compute £ = a, DIV »
and / = a; mod n. The
“X DIV ¥ means the
quotient of Y dividing X,
and “X mod ¥’ means
remainder of ¥ dividing
X
Step-E3-2:Compute the average
value v ot the pixel ¢, in
cover image C and its
top, bottom, left and
right neighbor pixels'
gray-level as ( ¢, +
Crer ¥ Cy T Cup F Cryy)

/5.

Step-E3-3:1fd, = 0 whenv-¢, =
t, keep ¢, Vvalue,
otherwise
simultaneously alter ¢,
value and its top,
bottom, left and right
neighbor pixels value
by the same difference
untilv—c, =
Hd =1:whenv- ¢,
= -t keep c, value,
otherwise
simultaneously alter ¢,
value and 1ts top,
bottom, left and right
neighbor pixels value
by the same difference
until v—¢, =-1.

Step-E4:Stego-image ' is the image
generated by Step-E3.

Step-E5:Send the seed § by the secret
channel.

( Extract Embedded data Phase )

When receiver receives image C'= { ¢/; | 0=

i<m,0=j<n, c'; € [0,255] } > he extracts

the embedded data by the following steps.

Step-D1:Generate the set 4 based on the seed
S as Step-E3.

Step-D2:Extract each bit 4, based on its
correspondence value «; as the
following steps.

Step-D2-1:Compute & = a;, DIV n
and / =ag,mod n .

Step-D2-2:Compute the average
gray-level value v of the
image pixel ¢;, and its top,
bottom, left and right
neighbor pixels as ( ¢’
tom Tyt
Cen) /5.

Step-D2-3:if v > ¢/, then &', = 0,
otherwise &', = 1.

Step-D3:Integrate all the bits d'; extracted by
Step-D2, and make up the embedded
data D',
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In this project, we propose a
steganography based on the contrastive
relation of the gray-level values of the
neighbor pixels. Some of the contrastive
relation among the values of the neighbor
pixels does not alter after the JPEG lossy
COIMpression  process. The proposed
steganography does not only contain the
features as the other steganography, but also
can tolerated JPEG lossy compression.
When receiver receives the stego-image, he
can decompress stego-image and extract the
embedded data correctly from it. The
transmissions  of  lossy  compressed
stego-images are more efficient than the
original  stego-image. The proposed
steganography is more practical than the
other steganography.  Thus, this result
achieves the subject of this project. 1t is
success. This result is published in the
international conference: The International
Conference on The Human Society and the
Internet. [10] '
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