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Abstract

In this paper we proposed a class of new chaotic system
as so-called Chiang type chaotic system. First the chaotic
system is represented into T-S fuzzy models. Then based on
this type of chaotic system, a new cryptosystem is developed.
The advantage of this cryptosystem is a significant increase
in the plaintext to chaotic signal ratio which is beneficial in
coping with channel noise. In addition, this cryptosystem is
allows increase of the power of plaintext and maintain high
security.

I. Introduction

Recently, synchronization of chaotic systems and its appli-
cation to chaos-based communication have received consider-
able attention [1, 2]. Different methods have been developed
in order to hide the contents of a message using chaotic sig-
nals. However, the attacks propose in [3] have shown that
most of these methods are not secure or have a low security.

The authors [5] and [6] have proposed cryptography based
on chaotic systems. When consider the large channel noise,
the synchronization based chaotic communication may not
be used, since the property of synchronization does not ex-
ist or induce large error. One possible way to solved is in-
crease the magnitude of transmitting binary message and
avoid destroying chaotic signal characteristics, then recover
the binary signal at the receiver end with low bit error ra-
tio. But in signal masking applications, the message can not
be too large as to destroy the original chaotic signal. Since
the noise in the coupling channel is not under our control,
we must therefore hope to find a chaotic signal that allows
larger amplitudes of message and meanwhile not destroy the
chaotic characteristics. The Chiang type chaotic system fits
such requirements. In addition, to further ensure security,
cryptology is applied.

II. Discrete-Time Chaos-based Cryptosystem

A block diagram illustrating the cryptosystem is given in
Fig.1 which consists of three parts.

Part 1: The discrete-time modulated chaotic system is de-
scribed by a T-S fuzzy model [7] in output injection form,
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the drive fuzzy model is composed of the following rules:
IF 2 (k) is Fy; and --- and 2,(k) is Fy; THEN

z(k + 1) = G;z(k) + n + Ly(k)
y(k) = Ciz(k) + en(k), i=1,2,..,7,

Rulei:

where z € R", y(k) € R are the state vector, output, respec-
tively; z1(t) ~ 2z4(t) are the premise variables which would
consist of the state of the system; Fj; (j = 1,2,---,g) are
the fuzzy sets; G; = A; — LC; with A;, C; and L as system
matrices and gain with appropriate dimensions, respectively;
7 € R" denotes the bias term; e, (k) is ciphertext; and r is
the number of fuzzy rules which is generated by the exact
fuzzy modeling procedure.

The fuzzy inferred output of the transmitter can be ex-
pressed in the form:

z(k+1) = Zui(z) {Giz(k) +n+ Ly(k)} (1)
y(k) = Y wi(2){Ciz(k) +ea(k)}, (2)
i=1
where z = [z(k) z(k) .-+ 2z(k)]T, and pi(2)

wi(2)/(Xio; wi(2)) with wi(2) = [I5_; Fji(z;(k)), for i
1,2,..,7.

The discrete-time chaotic system which are applicable are
the so-called Lure type systems. Some well-known examples
that fall into this category [7]: 1) logistic, parabolic map for
one-dimension; 2) Henon, cubic for two-dimensions; 3) the
three-dimensions discrete-time chaotic system in {7]; and 4)
the higher order generalized Henon map. It note that if
en (k) =0 equation (1) and (2) can be expressed Lure type
chaotic system.

Part 2: In order to encrypt the plaintext m(k), a p-shift
cipher is chosen [4]:

No— — \nm—, Seeeem—
P P
where the encryption function

a+b+2h —2hQa+b0 —h
a+bd ,—h0Oa+b0h
a+b—-2h ,h0a+b02h

f(a., b) =
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; p and h is a positive scalar parameter in function f(-).
Therefore the decrypter is

(k) =f(- -+ (f( en(k), =K (K)), - --),— K (k)
e

P 4

where &,(k), K (k) are the reconstructed signals.

In order to retrieve the plaintext, it is necessary to gen-
erate the key at the receiver. This objective is achieved by
designing the decrypter as a nonlinear observer for the state
of the encrypter. This leads to the third part of the designed
work.

Part 3: Given the encrypter (1) and (2), the decrypter is the
dynamic system

Rule i: IF %(k) is F; THEN
2(k+1) = G;2(k) + n(k) + Ly(k)

g(k) = Cii(k)r i=1,2..,r,

@)

The fuzzy inferred output of the receiver can be expressed
in the form:

#k+1) = Y m(@){CGié(k)+n+Lyk)}  (4)
i=1
§k) = S m@)Cidk),i=12,.,m (5

=1

Therefore, (4) and (5) have to be designed such that Z con-
verges to state z. In other words, find C; such that synchro-
nization error £ = x — & approaches zero asymptotically. If
% — 0 as k — oo for any initial conditions, system (1) and
(2) are said to be a global asymptotic observer of (4) and
(5).

The Equations (1) and (2) can be regarded as an extension
of modulated chaotic communications [7]. To recover the
message, the fuzzy receiver is designed as (3), which yields
the error dynamics:

Bk+1) = 3 mla)Gi(t) = 2o m(GEE 6
Jk) = Y mi(2)Cim(k) = Y mi(RCE () + en (k1)
i=1 =1

where Z(k) = z(k) — Z(k), and F(k) = §(k) - 5(k).
Theorem 1: The error system described by (6) for DFS is
asymptotically stable if there exist a common positive definite
matriz P =PTand gains C;, for i = 1,2,...,r, which can be
determined by solving the following eigenvalue problem:
mzﬁ:]nxzze &
subject to X >0, e >0
g T
A.;X)—(LM,- (A:X “XLM") ] >0foralli (8)

]
el *

A1X — LMy — (A X —LMy) I

where M; = C;P~!, for i = 1,2,..,r, and X = P7L
Then the overdll error dynamics become Z(k + 1) = GZ(k),

]>0,2DiD'r, 9)

where G = G, = Gy, for i = 1,2,...,v. The error system
described by the above equation for DFS is stabilized if the
corresponding Lemma 1 and Thm. 1 are satisfied. Therefore
g(k) = en(k) as k = oo.

It has long been known that the message-to-channel noise
ratio for the signal masking chaotic communications is al-
most 10 dB [1]. Therefore, this may cause problems such
as unrecoverable messages due to large noise or the message
amplitude is too large such that the chaotic characteristics
are destroyed. This is the reason to introduce Chiang type
chaotic system in the next section.

II1. Chiang type Cryptosystem ‘

Chiang type chaotic systems are a modified example of
original Lure type discrete-time chaotic systems. First, we
show that Chiang type chaotic system, modified Henon map
as an example

z1(k +1) = —2?(k) + Bz2(k) +1.4 rem 1.73

za(k +1) =z, (k) rem 1.73 (0

indeed has chaotic characteristics, where rem(-) denotes
rem(a,b) = a —b- [a/b] ; ['] is a fix operation, ie. [c] is
rounds of elements of ¢ to the nearest integers towards zero.
We illustrate the bifurcation diagram by setting the param-
eter of B varying from 0.2 to 0.4 and is shown in Fig. 2. The
phase portrait of the modified Henon map z;(k) — z2(k) is
shown in Fig. 3. The phase portrait is different from the
original Henon map, due to the fix operation.

Based on the fuzzy driving concept, a new scheme of mod-
ulated chaotic communications is proposed here. Now, the
fuzzy chaotic transmitter is given as compact form

Rulei: IF z,(k) is F; THEN
Z(k +1) = G;z(k) + 1+ Ly(k)
y(k) = Ciz(k) +en(k), i=1,2,..,1

where gis inferred output state; the state z(k) is obtained
from z(k) = rem(g, d). The fuzzy inferred output of the
transmitter is expressed in the form:

> wi(z1) {Giz(k) + n + Ly(k)}

z(k+1) = (11)
2k) = rema(k),d)
y(k) = Y mil@:){Ciz(k) +en(k)}, (12)
i=1
The receiver is design as
Rule i: IF &(k)is F; THEN
Z(k + 1) = Gi&(k) + n+ Ly(k)
(k) = Cig(k), i =1,2,..,7,
with overall inferred output as
Gk+1) = Y m@){GE® +n+ Ly®)  (3)
i=1
i(k) = rem(@(k), d)
k) = Y m(@){CiE(k)} (19)
=1
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The error dynamics between the transmitter and receiver:

Bh+1) = Y p(z)Giz(t) — Y pil#1)GiE(k)
i=1

i=1

_ Zr:l‘i(xl)d . [G,-zgiq +dg + Lygk[{

[Gi:c(lc) + : + Ly(k)]

i=1

-
+ piE1)d
i=1

where Z(t) = z{t) — Z(¢), and ¥(t) = L|_; pi(z1)Ciz(k) —
3o (1) CiE(t) + en(t).

Even if the EL condition is satisfied, i.e, 8| X|| ~ 0 such
that G = G; for i = 1,2, G is not always stable. Therefore
the condition (8) is also needed guarantee to stabilize the
system matrix. Since the fix calculation is a nonlinear oper-
ator, it is difficult to obtain an analytical solution. Therefore
we will rely on numerical Monte-Carlo runs to verify the pro-
jected results. From Fig. 4 show that if G is nilpotent the
state error achieves dead-beat synchronization (note that the
coupling signal is activated at k > 10).

Example: For the sake of simplicity, the original Henon
map and modified Henon map (10) are used as example. The
ciphertext e, (k) has been chosen to encode the plaintext
m(k) and set parameter p = 5, h = 1.73, K(z(k)) = z,(k)
and K(#(k)) = %1(k). The fuzzy model are set as

]
14
]177_' 0 ],

]
d 03

0 d 03
]1A2= 1 0

A=
with fuzzy sets

1 k
Fi=s(1- %Q), F,=1-Fandd=173. (15)

Then CT = [ -173 03] =
[1 0 ]T obtain from Thml.

The transmitted binary m(k) € { —0.6, 0.6 } is uni-
formly distribution random. The channel noise n(k) =
{ —=0.02, 0.02 } is uniformly distribution random. Figure
5 shows the (a) coupling signal with channel noise;(b) mes-
sage m(k); and (c) error of message m(k) — (k).

We can make a conclusion that indeed this type cryptosys-
tem is allowed significant increase the magnitude of trans-
mitted signal and maintain high security.

Conclusion

In this paper has proposed a class of new cryptosystem
so-called Chiang type cryptosystem. Based on Chiang type
chaotic system, a Chiang type cryptosystem is developed.
The advantage of this cryptosystem is significant increase
the plaintext to chaotic signal ratio against the channel noise.
The Chiang type cryptosystem is allowed increase the power
of plaintext and hold high security. The numerical simula-
tions illustrate the Chiang type cryptosystem with low bit-
error-rate while channel noise is considered. Actual work
of discussing channel noise effect on the encrypter and de-
crypter function is further work

[173 03], L =
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Fig.5 This illustrates (a) driving signal; (b)
message; (c) error of message.
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Fig. 2 Bifurcation of Chiang map (modified
Henon map) dependent on B parameter.

Fig.3 Phase portrait of Chiang map (modified
Henon map).
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Fig.4 This illustrates the synchronization error
when G is nilpotent (a) x,;(b) x,
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