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Abstract
We propose an information hiding technique which based on pixels’ block. We used pixels
contractive relation to hide the information that we want to embed. The characteristic of our method is
that to use pixels contractive relation to assist lossy compression process in reducing the image size.
There exists many hiding techniques, but most of the techniques cannot tolerate the destruction of
lossy compression. Compression will speed up the transmission of the image with the hiding data. We
achieve something others cannot do, to implement compression into the transmission of images in
order to speed up the process. Besides, in our method it is easy to hide and extract the hiding data when
implemented. We show that our method can extract the data efficiently and correctly, even with JPEG
(Joint Picture Expert Group) compression. Our proposed technique tallies with the transmitted image
on the Internet and it is a secure and efficient method.
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1. Introduction
Recently, more and more people communicate
with each other by surfing on the Internet. However, it
is not very secure when we transmit information through
Internet. Everyone can peek, copy even alter our information easily in this wide open environment. Thus, we
don’t want to transmit the important information without any protection in the public network unless a secure channel is provided for the transmission. The
cryptography technique can protect our message content from a peeper. But the cryptography technique
will cause our message content to be meaningless random codes. It is easy to guess something important in
the transmitted information even the receiver do not
know what is inside. They may cut, hack or break these
meaningless random codes. Therefore, we need information hiding technique to help us to solve the problem of transmitting important data in an absolute se*Corresponding author. E-mail: chk64@ms17.hinet.net

cure channel. Thus, it is not only difficult to decrypt
the data, but also difficult for attackers to detect the
hidden data.
People usually hide data or information into one medium. It can be a text article, image, music, or video. The
medium which hides data is named a stego-medium. It
can keep the confidential data secretly. We call the original medium which does not hide data the cover medium.
It is difficult for the unauthorized people to detect hidden data from a stego-medium. We can use it to hide important data. Then, when we transmit the medium, the
peepers will not find the secret data in it. Because the
peepers will not find the difference between the original
medium and the medium already be altered. They will
think the transmission medium is an unimportant data
or a data that they don’t want to collect or peep. Please
refer to [1] for more information on the hiding technology.
Information hiding technique can hide information
or data in a meaning medium. Other people cannot easily detect what we hide in the original meaningful me-
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dium. If we hide important information in common media channels and transmit it on the Internet, others will
think the message we send is unimportant. Only the authorized receivers can know the secret and extract it.
We can combine these two techniques (i.e., transmission and hiding) to construct a secure and secret transmitting channel [2].
In image compression research, there are two techniques - lossless compression [3] and lossy compression. In lossless compression, the image will not be destroyed, but the compression rate is not good and stable.
Thus, people do not use it frequently. In lossy compression, the image will be destroyed. People can choose the
rate of compression, according to the quality of image.
Although lossy compression technique will destroy the
image, people will get complete compression. On the
other hand, lossy compression will have lower image
quality, but the compression ratio is better. Therefore,
there are more and more people using lossy compression technique, such as lossy JPEG compression process [4], on the Internet. Image compression plays an
important role in modern network applications.
In digital image model, there are two major models.
One is spatial domain, image be created by many pixel.
The other is frequency domain, pixel values will be
transformed to frequency parameters by mathematical
algorithm. In general, we use the frequency domain to
compress the image. There are many information hiding researches both in spatial domain and frequency domain image. In spatial domain, it alters pixel values directly in memory [5-7]. Generally, in spatial domain,
people can have a higher hiding capacity [8,9]. Besides,
the information hiding process of hiding and extraction
are easy and quick [10,11]. But in most of the cases,
they will have problem when operate with lossy compression. While the stego-image is compressed by lossy
compression methods, the receiver can not extract the
complete data correctly [12,13]. If user loses one of the
hiding bits, they will not apprehend or identify the hiding contents. One of widely used information hiding
methods is LSB (least-significant bit) [14] method.
This method changed the last bit of each pixel bit to hide
the data. Because the last bit of pixel changes little
pixel’s color, the image quality would not be affected
much. In fact, Human vision will not be aware of the
difference of image.

In frequency domain [15,16], people will employ
the feature of frequency parameters to hide data [17].
The methods in this domain can fight against more attacks and raise the robustness [18,19]. In frequency domain, good image quality can be retained. But it will
lose some embedded data, after performing the lossy
compression process to the stego-image [20,21]. Thus,
users can not hide text information in it [22]. Besides,
the process of compression and hiding has a higher
complexity than spatial domain [23]. The information
hiding technique common methods is based on discrete
cosine transformation [24,25] and discrete wavelet transformation.
In this paper, we propose a method based on spatial
domain which can be compatible with lossy compression. Our method includes the features of both spatial
and frequency domain, the hiding and extraction process
will be more efficient. And the stego-image is generated
as the lossy JEPG compression formats. It can reduce
stego-image size with an ordinary image lossy compression file format. This technique will transmit secret data
faster and more secure. The receiver can extract the hidden data completely from the lossy compression file. We
will explain the hiding and extraction method in section
2. In section 3, we will do some experiments and show
the result. The discussion and conclusion are in section 4
and section 5.

2. The Hiding and Extraction Method
In this section, we will introduce our hiding and extraction method. Our method develops with block gray
scale pixels value contrastive relation and cannot be destroyed after lossy compression and decompression process. There are two important components, cover image
and hiding data, in data hiding technique. The cover image C is an 8-bit gray scale image. The size of cover image is m ´ n. The hiding data D embedded in C is g-bits
bitstream. We use the equation below to express image
C, data D and each pixel separately.
C = {cij | 0 £ i < m, 0 £ j < n, cij Î [0, 255]}

(1)

D = {di | 0 £ i < g, di Î [0, 1]}

(2)

The embedding steps are shown as follows:
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D’ = {d’i | 0 £ i < g, d’i Î [0, 1]}

Step-E1: Randomly select one number S.
Step-E2: Generate a string of different numbers
named A = { a1, a2, …, am ´ n } based on the
seed S. Each value ai ranges between 1 and
m ´ n. For any two different integer numbers ai, and aj in A, and the eight pixels of
their neighbor should not be overlapped.
In other words, ai,’s and aj’s block are different.
Step-E3: Decide a threshold value t. According to
the value of each data bit di in hiding data
D, we do the some change of the selected
pixel value E in cover image C and their
neighboring eight pixels’ gray-level as in
the following steps.
Step-E3-1: Compute the average of all pixels in the
block value Aveblock = (ck-1, l-1 + ck-1, l +
ck-1, l+1 + ck, l-1 + ck, l + ck, l+1 + ck+1, l-1 +
ck+1, l + ck+1, l+1) / 9. The selected pixel
value E = ck, l.
Step-E3-2: If di = 0; when E - Aveblock ³ t, keep all of
the value, otherwise simultaneously alter selected pixel value and all its neighboring eight pixels value by the same
difference until E - Aveblock ³ t. If di = 1;
when E - Aveblock £ -t, keep all of the
value, otherwise simultaneously alter
selected pixel value and all its neighboring eight pixels value by the same difference until E - Aveblock £ -t.
Step-E4: Stego-image C’ is the image generated by
Step-E3.
Step-E5: Collect the Randomly selected number S
as key to extract the hiding message.

(4)

Step-D1: Generate the set A based on the seed S as in
Step-E2.
Step-D2: Extract each bit di based on its correspondent value ai as in the following steps.
Step-D2-1: Compute the average of gray-level value
Aveblock and the selected pixel value E of
the image pixel and its neighboring eight
pixels.
Step-D2-2: If the difference of E and Ave block is bigger than 0, then the extract data d’i = 0,
otherwise d’i = 1.
Step-D3: Integrate all the bits d’i extracted by StepD2, and make up the embedded data D’.
For example, if we want to hide one secret bit, we
will use the seed S to find the location of one 3 ´ 3
block in the cover image. Then, we will calculate the
average of all pixels in the block Aveblock and find the
selected pixel value E. If the secret bit is 0, the difference of E and Aveblock is larger than the threshold value.
Otherwise, the difference of Aveblock and E is larger
than the threshold value. After the JPEG lossy compression is conducted by image processing software,
we can translate it to others. If the receivers want to extract the hiding data, they will use the seed S to find the
location of hiding block. Then, they will calculate the
average of all pixels in the block Aveblock and find the
selected pixel with value E. If the difference of E and
Aveblock is bigger than 0, the extraction data is 0, or 1
otherwise.
For example, we want to hide the secret data 1 into
one block as shown in Figure 1(a). First, we will set all
the pixels value to the average of Aveblock = 159.6 and find
the selected pixel value E = 161. Thus, we will subtract 1
from the selected pixel value E and add 1 to each neighboring pixel value in the block at the same time, until

The extracting steps are shown as follows:
C’ = {c’ij | 0 £ i < m, 0 £ j < n, c’ij Î [0, 255]}

101

(3)

161

161

157

170

170

165

167

162

168

161

161

157

170

153

165

168

155

165

161

161

157

170

170

165

173

167

162

(a)

(b)

(c)

Figure 1. (a) Cover image’s block (b) stego-image’s block (c) stego-image’s block with 78% JPEG process.
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Aveblock - E is bigger than the threshold value as shown in
Figure 1(b). Then, the JPEG lossy compression is conducted by image processing software as shown in Figure
1(c) and the result will be translated to receivers. If the
receivers want to extract the hiding data, we will use the
seed S to find the location of the hiding block. Then, we
will compute the average of all pixels in the block with
Aveblock = 165.2 and find the selected pixel value E = 155.
Because the difference of E and Aveblock is small than 0,
we kwon the hiding data is 1.

3. Results
We will show the experimental results in this section.
In our experiment, we select the text in chapter 3 of the
Gospel According to Matthw as the embedded data. It
contains 2056 bytes of ASCII. We select Baboon, Boat,
Lena, F16, Peppers and
Sailboat as the cover images which are shown in Figure 2. They are 256 gray-scale 512 ´ 512 pixels images.

In the experimental process, we select 8 as the threshold
value t in Step-E3.
It is difficult to evaluate the quality of image, after
the change of the original image. We use the PSNR (Peak
Signal to Noise Ratio) value to evaluate the quality of
image processed by our method. PSNR value is widely
used on the evaluation of the difference between the processed image and its original image. If the value is bigger
than 30 db, it means human vision is difficult to detect
the difference between these two images. To be objective, we use the lossy JPEG function of the PhotoShop
6.0 to compress stego-image.
MSE = (

1 i<n j<m
)åå (c ' ij - cij ) 2
m ´ n i =0 j =0

PSNR = 10 log10

2552
dB
MSE

(5)

(6)

The results of our experiment are shown in Table 1.

Figure 2. 512 ´ 512 cover-image.
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In our experiment, the PSNR values are bigger than 30
db, after we hide the data. And all the hiding data can be
extracted correctly, after the process of the JPEG lossy
compression and decompression. The stego-images are
shown in Figure 3. We use the lossy JPEG function of the
PhotoShop 6.0 to compress stego-image. The second
row of Table 1 shows the compression ratio (image size/
compressed image size) of the stego-image. All of the
compression ratio is almost equals to 2:1. It means that
we can reduce half of the stego-image before transmitting it. In other words, we propose a well hiding method.
Besides, after people do the embedded process, they can
compress the image with smaller image size. When they
transmit the stego-image, they can save more transmit-
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ting time. It is more practical than the other data hiding
method.

4. Discussion
In this section, we will discuss attack and PSNR
value. These are two important issues on evaluation of
effectiveness of hiding method. We will present the
features of our method, then prove it is secure and efficient. Users can find the best setting value for their environment according to this discussion and experimental result. In other words, using our method, users
can exactly decide what they want according to their
need.

Table 1. PSNR values compression ratios
PSNR value
Compression ratio

Lena

F16

Baboon

Boat

Sailboat

Peppers

34.64
2.27 : 1

34.91
2.12 : 1

30.90
1.60 : 1

33.92
2.01 : 1

34.49
2.07 : 1

35.11
2.12 : 1

Figure 3. 512 ´ 512 stego-image.
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4.1 Attack Aspect
In information hiding research, we often use computer to detect the stego-image. We can run the algorithm
to find the unusual state. A statistical attack named Chisquare is often seen [26,27]. If there are k palette indices,
we will search the values of each PoV(Pairs of Values)
and find the X2 statistic with the equation. The value p is

the probability of our statistic [28]. If the frequencies of
both values of PoV are equal, we suppose there is hiding
data in the image. The Chi-square attack equation is
shown as follows.
ni* =

{colour | sortedIndexOf (colour ) Î {2i, 2i + 1}} (7)
2

Figure 4. The probability of embedding in histogram, the blue line presents cover image and the red line presents stego-image.
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ni = {colour | sortedIndexOf (colour ) = 2i}
X k2-1 = å i =1
k

(ni - ni* ) 2
ni*

1

p =12

k -1
2

G(

k -1
)
2

ò

(8)
(9)

X k2-1

0

-

x

e 2x

k -1
-1
2

dx

(10)

In our proposed method, we change pixels value according to the original pixels value. We use many neighboring pixels value to hiding one bit. The stego-image is
created by our method in which the frequencies of both
values of PoV are not equal. Thus, Chi-square attack will
not detect hiding data in our stego-image. Figure 4 shows
the probability of embedding. In histogram, the blue line
presents cover image which no hiding data and the red
line present stego-image.
Further more, we must avoid any potential problems.
In our method, if other people are aware of the stegoimage that can embed other information, the stego-image
is still secure. If users use our method, they will have two
additional security technology layers to protect the hiding data. First, users can apply the cryptography technique and digital signature to protecting the hiding information. Then, they embed the cipher text. Our hiding
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technique can match with any encryption and decryption
technique and digital signature directly. Second, in our
proposed method, we need one random seed S and a virtual random producer to recombine the hiding location.
Its efficacy is similar to the secret-key of traditional encryption method. If other people don’t get the seed S,
they cannot recover the correct data. If hackers want to
extract, break, or change the data, they cannot snoop about
what we want to transmit. Besides, after the authorized
receivers receive the data, it is no doubt that the data is
send through a secure transmission. It also proves our
method provide a well secure protection to embedded
data.

4.2 PSNR Value Aspect
PSNR value and compression ratio are two important features in our proposed data hiding method. But if
we want to get a larger compression ratio of image, the
PSNR value will be not suitable. To increase the compression ratio or not depends on user’s intention. Increase the ratio if he wants a faster transmission, otherwise keep the ratio to maintain the image quality. In our
experiment, we select 8 as the threshold value. Users can
alter the value of threshold meet their need. It means the
proposed method is flexible to users.
Besides, we can alter the location or number of se-

Figure 5. The PSNR value of Lena image in different location and number of selected pixel in one point aspect, the location is
ck-1,l-1, ck-1,l, ck-1,l+1, ck,l-1, ck, l, ck,l+1, ck+1,l-1, ck+1,l, ck+1,l+1 by left to right sequence; in tow point aspect, the location is <ck, l
ck-1,l-1>; <ck, l ck-1,l>; <ck, l ck-1,l+1>; <ck, l ck,l-1>; <ck, l ck,l+1>; <ck, l ck+1,l-1>; <ck, l ck+1,l>; <ck, l ck+1,l+1>; <ck-1,l-1 ck-1,l>;
<ck-1,l-1 ck-1,l+1>; <ck-1,l-1 ck,l-1>; <ck-1,l-1 ck,l+1>; <ck-1,l-1 ck+1,l-1>; <ck-1,l-1 ck+1,l>; <ck-1,l-1 ck+1,l+1>; <ck-1,l ck-1,l-1>; <ck-1,l
ck-1,l+1>; <ck-1,l ck,l-1>; <ck-1,l ck,l+1>; <ck-1,l ck+1,l-1>; <ck-1,l ck+1,l>; <ck-1,l ck+1,l+1> by left to right sequence; in three point
aspect, the location is <ck-1,l-1 ck-1,l ck-1,l+1>; <ck,l-1 ck, l ck,l+1>;<ck+1,l-1 ck+1,l ck+1,l+1>; <ck-1,l-1 ck,l-1 ck+1,l-1>; <ck-1,l ck,l-1
ck+1,l>; <ck-1,l+1 ck,l+1 ck+1,l+1>;<ck-1,l-1 ck-1,l ck, l>; <ck-1,l-1 ck-1,l+1 ck, l >; <ck-1,l-1 ck-1,l+1 ck+1,l+1>; <ck-1,l-1 ck, l ck+1,l+1>; <ck-1,l+1
ck, l ck+1,l-1> by left to right sequence.
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Figure 6. The compression ratio of Lena image in different location and number of selected pixel, the pixel’s location and number
is the same as Figure 5.

lected pixel used to contrast with all the pixels average
value in one hiding block to change the compression ratio or PSNR value. In our proposed method, we use the
contractive relation of the selected pixel value E and all
the block pixels average value to hide data. If we change
the location of selected pixel value, the PSNR value will
be changed, too. Besides, we can add the selected pixel to
get the better compression ratio. In more than one selected pixel case, the value E is the average of the selected pixels value. For example, if we select two pixels
ck, l and ck,l-1. The value E = (ck, l + ck,l+1)/2. In Figure 5
and 6, we select some different location combinations in
one or two or three selected pixels. If we select fewer pixels as the selected pixels, the PSNR value is better. The
PSNR values are almost bigger than 30 db in our experiment. If we select more pixels as the selected pixels, the
compression ratio is well. The best compression ratio of
the stego-image is 5:1. It will make the transmission of
lossy compressed stego-images more efficient than the
original stego-image. Users are able to obtain the optimized PSNR value or the best compression ratio according to the location and the number of selected pixels.
Thus, users can exactly decide what their want, according to their need. In other words, users can use the method adequately.
Our embedded process can resist some of the JPEG
lossy compression technique. We can extract the embedded data completely from the lossy compressed stego-

image. Thus, we can let the stego-image to be a small size.
People who use our proposed method can reduce the
transmitting time and process a large number secret data
conveniently. The most important thing is that there are
few people transmit images with no compression via
the Internet. Our method generates a JPEG lossy compression type of stego-image. It fits the transmission of
real Internet nowadays.

5. Conclusion
In this paper, we proposed a new information hiding
technique based on spatial domain in gray-scale image.
We hide data in one block and use pixels contrastive relation. The data is easy to hide and extract and cannot be
detected easily. Besides, it is compatible with JPEG lossy
compression process. We can reduce the image file size
and save time on transmission of images on the Internet.
In addition, we can extract all of the embedded data correctly from the stego-image. People can hide important
text data by this method. Therefore, our proposed method
is more security and practical than the other hiding methods.
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