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(5) Accept the received message and report Mr to the user Ui
via the remote device Di.

Home
Controller

Fig. 2. Messages transmitted in the control phase and the reporting phase.

III. ANALYSIS OF OUR SRCMIA

(5) Send (IDi, T, Hc, P, C2) to the Home Controller via the
remote device Di and wait for report until timeout, where
timeout is an event signifying the end of the pre-defined
waiting period.
(6) If timeout occurs, then report failure to the user Ui and
stop.
Upon receiving the control message (IDi, T, Hc, P, C2) from
the device Di, the Home Controller performs the following
operations:

In this section, we analyze the security of our SRCMIA
model in Part A, the efficiency of our model in Part B, and its
functionalities in Part C.
A. Security Analysis
In this part, we examine the security of our model as
follows:

(1) If T is not in the pre-defined valid time interval, then
ignore the received message and stop. Note that in this
case, the received message is a replayed message.
(2) Compute C1� = h(IDi � x) and C2� = h(T || Hc || P || C1�).
(3) If C2�ЋC2, then ignore the received message and stop.
Note that the Home Controller may log the event for
further investigation.
(4) Compute Mc = Hc � h(C1� � P).
(5) Accept the received message and send Mc to the
specified IA for execution.
Note that we use h(C1 � P), instead of h(C1), as a session
key to encrypt Mc into Hc for two reasons. First, all IA commands (such as Mc) are structured and known to the public.
Second, the total number of all different IA commands is
relatively small. Therefore, if h(C1) is used, an adversary can
easily derive h(C1) from Hc = Mc � h(C1) using relatively
small number of intercepted control messages (IDi, T, Hc, P,
C2), and thus break our encryption. By using h(C1 � P) as a
session key, the ciphertext Hc = Mc � h(C1 � P) will become
a one-time ciphertext due to the random number P.
C. Reporting Phase
After the specified IA finishes executing Mc, it will send an
execution report Mr back to the Home Controller. Then, the
Home Controller performs the following operations.
(1) Generate a random number Q.
(2) Compute Hr = Mr � h(C1� � Q). Note that h(C1� � Q) is
used as a session key to encrypt the execution report Mr.
(3) Compute C3 = h(T' || Hr || Q || (C1�+1)), where T' is the
current timestamp.
(4) Send (T', Hr, Q, C3) to the remote device Di.
After receiving the report message (T', Hr, Q, C3) from the
Home Controller, the smart card inside the remote device Di
proceeds as follows.
(1) If T' is not in the pre-defined valid time interval, then
ignore the received message and stop. Note that again the
report message is a replayed one.
(2) Compute C3� = h(T' || Hr || Q || (C1+1)).
(3) If C3�ЋC3, then report failure to the user Ui and stop.
(4) Compute Mr = Hr � h(C1 � Q).

1. Secure shared secret. The shared secret between the
legal user Ui and the Home Controller is C1 = h(IDi � x).
Since C1 is protected by the collision-resistant one-way
hash function h(�), it is infeasible for a malicious person
to derive the shared secret C1 from C2 or C3. Note that a
collision-resistant one-way hash function h(�) satisfies (i)
one-way: for any given value Y, it is impossible to find X
within useful lifetime such that h(X) = Y, and (ii) collision-resistance: for any given block A, it is impossible to
find another block B within useful lifetime such that B Ћ
A and h(B) = h(A) [12].
2. Resistance to replay attack. Replaying either the control
message (IDi, T, Hc, P, C2) or the report message (T', Hr,
Q, C3) will be detected due to the freshness check of time
stamps. It should be noted that using timestamps must
satisfies the time-synchronization requirement. There are
many other nonce-based schemes to avoid the synchronization problem. However, using nonces needs extra
communications and is thus not suitable in our IA
applications.
3. Resistance to parallel session attack. Since the
difference between C1 in C2 = h(T || Hc || P || C1) and
(C1+1) in C3 = C3� = h(T' || Hr || Q || (C1+1)) causes an
asymmetric structure on the two message authentication
codes transmitted between the remote device Di and the
Home Controller, the parallel session attacks discovered
in [2] will fail.
4. Mutual authentication. If a malicious attacker modifies
the transmitted messages, the modification will be
discovered through checking the message authentication
codes C2 or C3. Except for the user Ui and the Home
Controller, no one can obtain the shared secret value C1
to compute correct C2 or C3 to pass the checks. Similarly,
if the attacker tries to impersonate a legal user Ui or to
masquerade as the Home Controller, he has to prepare
the valid control message (IDi, T, Hc, P, C2) and report
message (T', Hr, Q, C3) for mutual authentication,
respectively. However, no one can create valid message
authentication code C2 or C3 without knowing C1.
5. Confidentiality. In our SRCMIA protocol, the session
key Kc = h(C1 � R) is used to encrypt IA commands and
the session key Kr = h(C1� � Q) is used to encrypt
execution reports, where R and Q are random numbers.
A malicious attacker cannot derive the correct Kc and Kr
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using only the known random number R and Q without
knowing C1. Besides, both Kc and Kr are real session key
because the random number R and Q are different. In
addition, even if the attacker obtains the above session
keys Kc and Kr, by applying the known random number
R and Q, respectively, the person still cannot derive C1
due to the one-way property of the secure hash function.
Therefore, without knowing C1, no one can derive any
other session keys using just known random numbers
and the known session keys. As such, the confidentiality
of both the encrypted IA commands and their encrypted
execution reports is achieved. Since the session keys are
XOR-ed with IA commands or execution reports, it
implies that the lengths of session keys, all IA commands,
and all execution reports are all the same.
6. Resistance to known plaintext attack. The purpose of the
known plaintext attack tries to derive the encryption key
through analyzing the ciphertext and its corresponding
known plaintext. In our SRCMIA model, the equation Hc
= Mc � Kc, where the session key Kc = h(C1 � P) is used
to encrypt Mc. If Hc and Mc are known, then Kc can be
derived from Kc = Mc � Hc. However, the derived Kc is
useless because Kc is a one-time session key. Similar argument can also be applied to Hr = Mr � Kr in
encrypting execution report Mr.
7. Resistance to weak password attack. In our SRCMIA
protocol, there is no password related information transmitted over public network. Hence, an attacker has no
target for comparison to guess the password offline.
8. One-time secret communication. Based on timestamps
and the shared secret C1, in our model the receiver can
successfully authenticate the identity of the sender,
verify the freshness and integrity of the received message,
and decrypt the attached one-time ciphertext created
using a one-time session key. Our protocol can also be
used in other applications that need only unidirectional
authentication, such as sending just one secret short
message.
B. Efficiency Analysis
Because of the limited computation capacity of the smart
card, the remote device, and IAs, the issue of communication
and computation cost is very important. Our model achieves
mutual authentication using just two message exchanges. In
terms of computation cost, in the control phase and the
reporting phase, the smart card inside the remote device
performs only 4 hashing operations, and the Home Controller
performs only 5 hashing operations. In other words, our model
is very efficient.
C. Functionality Analysis
1. Confidentiality. In our model, an IA command Mc and its
execution report Mr are encrypted with one-time session
keys Kc and Kr, respectively. It guarantees the confidentiality of the transmitted IA commands and execution
reports.

2. Mutual authentication. In the control phase and the
reporting phase, the remote device and the Home Controller authenticate each other with message authentication codes C2 and C3. If both the checks on C2 and C3 by
each receiving side are valid, the mutual authentication is
guaranteed.
3. Low cost and simple computation. As shown in Part B,
efficiency analysis, we can see that our model satisfies
the requirement.
4. Easy to use. The registration of our model is very simple
and the remote users can freely choose their own
passwords. When the remote user wants to control an IA
remotely, he just needs to input his identity IDi,
password PWi and the IA command Mc.
IV. CONCLUSION
In this paper, we propose a novel Secure Remote Control
Model for Information Appliances, namely SRCMIA, which
extends Chien et al.’s solution and solves the security problem
of Lee et al.’s RAMIA model. The advantages of our model
include no verification table, freely chosen password, mutual
authentication, and low communication and computation cost.
In addition, our model satisfies the following requirements of
IAs: (1) confidentiality, (2) mutual authentication, (3) low cost
and simple computations, and (4) easy to use.
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