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Abstract
With the trend of personal data being gradually uploaded to

cloud systems based on the digitization of government policies, the
concept of digital resilience has become more important. Digital
resilience is achieved by combining different digital tools to enable
systems and organizations to resist and absorb threats in non-ideal
environments while maintaining the ability to provide critical ser-
vices. This article first defines digital resilience and related mea-
surement indicators. It then highlights the legal framework and con-
tingency measures for personal data breaches in Taiwan and South
Korea, and the resilience of both countries in terms of regulations

and procedures. Next, it will discuss two cases - the sale of personal
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data on hacker forums and the cyberattacks on South Korea by Chi-
nese hacker organizations. The article will point out the unfinished
aspects of threat modeling and post-mortem recovery mechanism.
Finally, it will provide improvement strategies to ensure national

security interests.

Keywords: Digital Resilience, Legal System of Personal Data Pro-

tection, Hacker Forums, National Security
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