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Abstract

With the rapid development of data mining techniques recent-
ly, the analysis of "big data" has been adopted widely for academic
and practical purposes. The aggregation of various data sources
could significantly improve the effectiveness of big data analysis.
But it could also be a threat to data privacy, as data linkage enables
an adversary to identify a specific person with more confidence.
Several countries updated their personal data protection regulations
to cope with the challenge of data privacy, putting data anonymiza-

tion in the spotlight during the last few years. Federated learning
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provides yet another way to enable organizations to train machine
learning cooperatively without data aggregation. In this study, we
explore data privacy's legislative and technical facets to clarify the
compatibility of data de-identification and federated learning with
current regulations and found that both techniques are compatible if
performed correctly. Therefore, data processors should choose the
most suitable technology on a case-by-case basis, depending on the

data's actual usage.

Keywords: personal data protection; data privacy; data de-identifi-
cation; federated learning
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Andrew McAfee and Erik Brynjolfsson , “Big Data: The Management
Revolution,” Harvard Business Review, Vol. 90, No. 10, pp. 60-68.

Rob Kitchin, “Big Data, New Epistemologies and Paradigm Shifts,” Big Data
& Society, Vol. 1, No. 1, pp. 1-12.
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Arvind Narayanan and Vitaly Shmatikov, “Robust De-anonymization of Large
Sparse Datasets,” paper presented at 2008 [EEE Symposium on Security and
Privacy, Oakland. pp. 111-125.
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* Ulfar Erlingsson, Vasyl Pihur and Aleksandra Korolova, “RAPPOR:
Randomized Aggregatable Privacy-Preserving Ordinal Response,”
paper presented at 2014 ACM SIGSAC Conference on Computer and
Communications Security, pp. 1054-1067.

Tian Li, Anit Kumar Sahu, Ameet Talwalkar and Virginia Smith, “Federated
Learning: Challenges, Methods, and Future Directions,” IEEE Signal
Processing Magazine, Vol. 37, pp. 50-60.
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Arvind Narayanan and Vitaly Shmatikov, “Robust De-anonymization of Large
Sparse Datasets,” paper presented at 2008 IEEE Symposium on Security and
Privacy, Oakland. pp. 111-125.
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' UK’s Information Commissioner’s Office(ICO), 2012. “Anonymisation:
managing data protection risk code of practice”, <https://ico.org.uk/media/for-
organisations/documents/1061/anonymisation-code.pdf>.
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"' Pierangela Samarati and Latanya Sweeney, “Protecting privacy when
disclosing information: k-anonymity and its enforcement through
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"> Latanya Sweeney, “K-Anonymity: A Model For Protecting Privacy,”
International Journal on Uncertainty, Fuzziness and Knowledge-based
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" Cynthia Dwork, “Differential Privacy” in Bugliesi M., Preneel B., Sassone
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in Computer Science, Vol 4052.
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High-Dimensional Data Publication via Sampling-Based Inference,” paper
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