A Visible Light Communication Link Protection Mechanism 
For Smart Factory

Shih-Hao Chang

Department of Computer Science and Information Engineering

Tamkang University

E-mail：shhchang@mail.tku.edu.tw
Abstract—In recent years, wireless networks and applications have achieved marvelous successes in government, enterprise, home, and personal communication systems. The desired features of wireless communications draw lots of attention to the industrial communication and expected to bring benefits such as reduce deployment and maintenance after employed. However, the industrial communication system required real-time communication, which means the control systems in the factory are required accurate control and rapid communication, such as the industrial motion control system. In this type of application, the communication system performance and efficiency will be evaluated to ensure it applicable to the industrial network. However, there are a few original issues in the wireless communication, such as fading, multipath propagation and interference problems, which will affect the reliability and performance of industrial communication system operation. Therefore, we proposed a connection protection mechanism that cooperates with wireless network and visible light communication to achieve reliability and performance in industrial communication network. We will consider implementing this mechanism by using industrial wireless Ethernet in the near future.
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I.  Introduction 
Wireless networks and applications have achieved marvelous successes in government, enterprise, home or even personal communication systems. This represents the deployment of Wi-Fi obviously bring several important benefits [1-3]. Because it is very convenient that numbers of equipment connect to each other using wireless networks. This convenient feature draw lots of attention to the current industrial communication architecture the designers. They have envisaged deploying wireless communication to a remote standalone system or configure multiple mixed systems (wired / wireless) systems in the near future. For example, in the current Distributed Computer-Controlled Systems (DCCS) [4-5] is usually based on fieldbus networks, since they provide adequate levels of performance, dependability, timeliness, maintainability and cost. 
Nevertheless, cabling starts to be an obstacle for an increasing number of industrial automation applications, which impose or benefit from the use of mobile devices such as handheld computers or transportation equipment. Within this context, there is a trend to extend fieldbus systems with wireless capabilities, leading to hybrid wired/wireless communication networks, which must support wireless/mobile communications while still fulfilling stringent DCCS requirements. Moreover, the increasing penetration of RFID, wireless, mobile networks, and wireless sensing devices will integrate with existing industrial manufacturing systems to enhance the communication capability to achieve factory automation, robots on automobile assembly lines, etc. [6-8]. As shown in Figure 1, the use of multiple wireless technologies to integrate the RFID, Wi-Fi, mobile networks, and wireless sensing devices to achieve the vision of the smart factory. However, the wireless communication system has a well-known problems, such as communication signal fading, multipath propagation, shadow effect and interference problems [9, 10]. Moreover, the wireless network has a higher Bit error rate (BER) result in the randomness of data latency while transmit industrial control data.
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   Figure 1: The Integration Diagram of Smart Factory and Internet of Things 
Visible Light Communication (VLC) [11-15] is a fast-growing technology to provide data communication using low-cost and energy efficient light-emitting diode (LED) and photodiodes. This white visible light source can be modulated at high-speed so there is the potential to transmit industrial communication data in real time without high BER. However, since the factory’s harsh environment, which may lead communication link, broke. Moreover, VLC can be highly directional, it is difficult to re-establish the link that has been lost due to movement or rotation of one of the devices in the link. To address this problem, we proposed two VLC link protection mechanisms. First, link quality-monitoring agents, which will able to identify the faulty, link which enabling receiver node to notify its transmitter node and resume connectivity after a link breakage. Second, a VLC media access (MAC) layer packet control mechanisms that quickly resume connectivity after a link breakage by an automatic light source control mechanism. The rest of the chapter is organized as follows. In Section II, background and related works are briefly described. In section III, we present our Link Guard Scheme (LGS) and its detail mechanisms. Finally, our conclusions and future work are explored in Section IV. 

II. BACKGROUND & RELATED WORKS
In the traditionally industrial communication systems [1], the wired based fieldbus systems have to meet the demands of the applications they service. These fieldbus communication systems are different from the traditional wired network, its responsible to connect multiple industrial devices with the control device named master. For example, Distributed Computer-Controlled Systems (DCCS) [1, 2] is a by process control and process monitoring grade level consisting of a communication network as a link to a multi-level computer systems, integrated computer (Computer), communication (Communication), display CRT and control (control) technologies, the basic idea is decentralized control, centralized operations, hierarchical management, flexible configuration, easy configuration. 
In recent years, the industrial systems have been migrate to programmable logic controllers (PLC), monitoring and data collection systems (SCADA) and distributed control systems (DCS) [3-5]. These industrial systems are used for automation of industrial electromechanical processes. For example, PLC is one type of digital logic controller’s factory assembly lines. These systems are able to send the control signals from a master to multiple slaves. The master will send control command to slaves and slaves will execute master’s command in time. The PLC not only be able to connect with RS-232 interface but also provide USB or industrial Ethernet communications link. Another one is supervisory control and data acquisition (SCADA) system, it can provide control of remote equipment using typically one communication channel per remote station. It combines a data acquisition system by adding the use of coded signals over communication channels to acquire information about the status of the remote equipment. The other is distributed control system (DCS) is a control system for a process or plant, wherein control elements are distributed throughout the system. This is in contrast to non-distributed systems, which use a single controller at a central location. However, these systems are all use wired industrial communication network that will substantially increase the cost of wire itself and also the maintenance cost. In order to reduce operation and maintained costs, the automation industry will consider applied different type of network communication systems, such as wireless industrial network and Internet-of-Things (IoTs). 
The advantages of wireless industrial network systems can be easily integrate with production systems like robots, control loops, and other automation applications [6, 7]. In wireless industrial network, better-known network protocol used to process control and automation processes include wireless Highway Addressable Remote Transducer (wireless highway addressable remote transducer, HART) [8] in, ISA100.11a and ZigBee [9, 10]. These wireless network systems will compliance with IEEE802.15.4 wireless personal area network (WPAN). However, these network protocols typically used in the communication system, which has well-known communication issues, such as, signal fading, multipath propagation, interference problems. For example, in [8, 9], the author considered the main problem of industrial wireless networks, and described the industrial communication requirements for the wireless network.
The Internet-of-Things (IoTs) [11] represents a vision in which the Internet extends into the real world embracing every connectable object. IoTs is expected to offer advanced connectivity of devices, systems, and services that goes beyond machine-to-machine communications (M2M) and covers a variety of protocols, domains, and applications within the existing Internet infrastructure. Since embedded communication and information technology would have the potential to revolutionize by utilize of these “smart” objects. These smart objects play a key role in the IoTs vision. For example, when IoTs applied to the transportation networks, it allows the smart sensors to track the current position of each vehicle including monitor its operation, forecast its future position and suggest its optimized route. The smart sensors have ability to react to events in the physical world in an automatic, rapid and informed manner not only opens up new opportunities for dealing with complex or critical situations, but also enables a wide variety of technologies processes to be optimized.
VLC [12-15] is a fast-growing technology to provide data communication using low-cost and energy efficient LED and photodiodes. For reasons of simplicity and cost most white light sources use Gallium Nitride (GaN) emitters. The blue emission excites a yellow phosphor layer deposited on top of the LED 'chip', and white light is created by the addition of the blue and yellow radiation. This white visible light source can be modulated at high-speed so there is the potential to transmit data as well as provide illumination which has drawn interest from both research and industrial communities, e.g., the Visible Light Communications Consortium, the IEEE task group, 802.15.7 [12], standardizing VLC for personal area network etc. However, since the factory’s harsh environment or object slight movement or rotation of the receiver unit, which may led, communication link broke. The poor pointing of the VLC devices may cause the decrease of signal quality or even link disconnection [13-14]. Moreover, VLC can be highly directional, it is difficult to re-establish link that has been lost due to movement or rotation of one of the devices in the link [15]. Therefore, the proposed VLC link protection mechanism does not influence the design or functionality of the presented solution. Obviously, real-time and reliability adaptation can be, and have to be, implemented at each system level.
III. PROBLEM FORMULATION
As described in previous section, we have discussed the pros and cons of the current industrial wireless communication including wireless Highway Addressable Remote Transducer (HART) [8] in, ISA100.11a and Industrial ZigBee [9]. Since these wireless communication protocols have well-known communication issues, such as signal fading, multipath propagation, and interference problems. Therefore, in this section, we will introduce VLC physical and data link communication features. As show in fig. 2, we present the VLC data transmission diagram. This VLC architecture can be divided into two parts; one part of the transmitter and the other is the receiver side. In the transmitters side, VLC have to process and transmit control signals to industrial devices and equipment through the LED. In the receiver part, VLC can utilize a photodiode to receive the control message to support industrial automation. In the data link layer, the data link layer which (DLL) can be divided into two sub-layers, the first sub-layer for wireless optical communications logical link control layer (Optical Wireless Logical Link Control, OWLLC) and wireless optical communication media access control layer (Optical Wireless Media Access Control, OWMAC). Such a distinction is based on the principles of architecture used in the IEEE802.15.7 standard which allows easier operation and integration between different network technologies through this OSI model.
A. Optical Wireless Logical Link Control (OWLLC) layer: This layer is mainly in the establishment and control of local devices on the network between the logical link, which provides service on the network layer and hide the details of the DLL, to allow for different technologies and the upper network seamlessly together.

B. Optical Wireless Media Access Control (OWMAC) layer:
This layer has the potential to provide some terminal or device addressing and signaling port access and control mechanisms. Implement a plurality of terminals or links between devices. This module provides a half-duplex, full-duplex or broadcast communication services.

As the VLC spectrum and bandwidth are large enough and free to use, it can offer high transmission rate, high bandwidth demand application with low interference in indoor environment. For example, in recent years, the VLC’s several common digital modulation have been reformed, such as Color Code Modulation (CCM), High Hamming Weight code (HHW), On Off Keying (OOK) and VPPM (Variable PPM). Moreover, VLC based on LED light source which offer instant one-way transmission features as well as avoid RF interference, its very suitable to apply VLC in the industrial environment. Furthermore, VLC can be applied to any type of LED, it simultaneously offer a specific physical layer (PHY) and Data Link Layer (DLL) that can be both used for lighting and communication. However, if the high density of LED has been deployed in a limited space, the receiver may not able to receive multiple LEDs light sources that lead to multipath distortion problems. Therefore, it is necessary to has link protection mechanism as well as fast link recovery for VLC systems, yet is very challenging. Especially, according to [12], due to signal to noise Ratio (SNR) is directly proportional to the square of the instantaneous power of the receiver, and the deviation of SNR will directly affect the data transmission quality of the VLC systems. 
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Figure 2: Visible Light Communication Diagram

IV. MECHANISM DESIGN
In the current industry, VLC combine with wireless communication are likely due to man-made or natural disasters, the factors which led to industrial equipment unable to send or receive messages, thus leading to the suspension of plant equipment, but suspended the production line may cause huge losses of the plant. Therefore, we propose a network link protection mechanism to use the Wi-Fi network as a backup to maintain the normal operation of the plant. Because of the intensity of visible light can be measured intensity data and statistics in the past plus a link disconnection can be sent to notify the upper-Fi wireless network signal through physical layer and data link layers. Therefore, received from the physical layer to the signal strength, wireless optical communications link with the logical link control layer break statistics can understand what the link will take over Wi-Fi to operate, but was taken over by the visible light communication packet will selection are discarded. Vice versa, if the wireless network signal interference caused mostly because of packet data link layer is discarded, the communication will be selected to take over the wireless network communication is the visible part.
A. Automatic Light Source Control Mechanism
The size of the LED light output has a direct relationship with the current, so the current is small and the LED light will be dimmed and therefore will affect data transfer rate and stability, however, the current is too large will result in shortened life LED. Therefore, in the LED hardware design, we consider The LED hardware is divided into several parts, namely, LED light source, LED ambient lighting to detect brightness LED driver and microcontroller. We use the Surface-Mount-Device (SMD) LED as a light source, because it will not only meet our requirements and the brightness of up to low heat. LED ambient lighting detector drive has an adjustable constant current source circuit that can accept either a PWM signal input to automatically change the brightness. LED brightness intensity value of the feedback to the MCU determines the amount of luminescence or decay as a luminance signal.
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Figure 3: Automatic Light Source Control Mechanisms 
               Diagram
B. Visible Light Communication Medium Access Layer Control Mechanisms:
According to the IEEE802.15.7 standard [12], the visible light communication in the media access layer is based on distributed coordination function (DCF). Therefore, the transmission procedure will follow the transfer request-to-send (RTS), Clear resend clear-to-send (CTS), and data recognition data acknowledge (ACK) order. There will be a short inter frame space (SIFS) between the first packet and the next packet. Therefore, the content of the optical wireless media access layer will be like:
COCC= tRTS + tCTS + 3tSIFS  (1)

The tRTS and tCTS is the duration time of loss frame while transmission and tSIFS is specify depletion time of SIFS. Therefore, we can analyze the COCC time and understand the current packet transmission situation in optical wireless media access layer once delay occurred.
C. Bayes’ Theorem: 
Based on Bayes’ theorem [16] is related to conditional probability of random variables. In general, Bayes’ Theorem can tell us how to use the new evidence to modify existing views. If the events are A and B respectively, this is said “the probability of A given B”(P(A|B)). Although the probability of A given B is different from probability of B given A, they have relationship. Assume that three probabilities is knew, we can compute other probability using P(A|B) = P (B|A)P (A). P(A) are prior probability. P(A|B) and P(B|A) are posterior probability. Bayes’ theorem is applicable to probability density function.
i. We assume that our data x1, x2,..., xn follow a distribution f(x|θ) where θ is unknown parameter. The aim of inference is to make a statement about this parameter.

ii. We assume that the parameter is a random variable. We aim to make statements about its distribution, conditional on the observed data. g(θ) is a prior density.
iii. After we observe the data, we update our observation using Bayes’ rule, we obtain a posterior distribution:
[image: image4.emf] (3)
iv. Simplify Bayes’ Theorem, ∫ f(x|θ)g(x)dθ is not important, so we can often ignore ∫ f(x|θ)g(x)dθ.
[image: image5.emf] (4)
V. Conclusion
In recent years, wireless network applications become very attractive topics in in industry communication, which can reduce maintenance cost and benefit buildup cost. However, in the industrial communication, the control message transmission will be required to achieve real-time and accurate delivery of control information to specific devices or machines in the automation factory. In this type of application, the hard or soft real-time will be considered as a import factor to evaluate the performance in the industrial communication. Unfortunately, the wireless communication systems normally have well-known delivery problems, such as signal fading, multipath propagation, signal obscured and interference problems, and these will affect the industrial network communications required in immediacy. Therefore, this paper proposes an optical link protection mechanism namely Link Guard Scheme (LGS), which base on visible light communication (VLC) and cooperate wireless network mechanism. The goal of this LGS is to maintain the normal operation in the VLC and provide bi-directional wireless communication to avoid linking failure in the currently Industrial wireless networks.
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